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This Manual

This manual is divided into two main parts:

e Part 1 provides a brief introduction to the Notion Pro System as a whole, and gives an overview of the
hardware that you would use with Notion Pro.

e Part 2 gives a detailed description of the Notion Pro software. See also the Notion Pro Help.
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1 Introduction

1.1 What does Notion Pro do?

IceSpy Notion Pro enables you to configure and monitor temperature sensors installed in (typically) storage
facilities for refrigerated or frozen goods or other temperature-sensitive environments (for example ultra-cold
and cryogenic storage in hospitals.

Notion Pro is a System, containing software and hardware. For details of the hardware, see Section 2, also
http://www.the-imcgroup.com/notionpro/.

The Notion Pro software gives a graphical user interface (GUI) which works through all the main web browsers,
for display on a desktop PC, laptop or mobile device such as a tablet or smart phone.

1.2 Hardware Components
A Notion Pro system contains the following hardware:

e Transmitters to monitor the levels of temperature and other variables and transmit the data by radio to the
Receiver. See section 2.6 for more details of the transmitters.

e Network Receiver (may also be referred to as the Base Unit). See section 2.1 for more details of the
Network Receiver.

e Optional Items. These are the Echo, the ARB Module, the SMS Module and the Calibration Module. See
sections 2.2 -2.5 for more details of these Optional Items.

1.3 Software Components

The Notion Pro system includes the server-based Notion Pro application software. The browser-based user
interface enables you to monitor and control the Notion Pro system.

A typical Notion Pro display is shown below.

notien P

Home ViewData UserAlerts Reports  Logs

Pendle House > View Data >> Live View

‘Temperature Sensors.

sensor Name Data Alarm Live Data 1 Live Data 2 Door Alarm Battery Level
Server Rack W ™ __@ — I
Network, Rack W ~ — .
Canteen Lefl Fridge W ~ _ I
Canteen Right Fridge W ~ 16C _ .
Solder Paste Fridge W & 25¢C _ I C|

See Part 2 of this Manual for how to use Notion Pro software. See also the Notion Pro Help.
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2 The Notion Pro Hardware

2.1 The Network Receiver

The Network Receiver receives radio signals from the Notion Pro Transmitters and passes them over a network to the Notion Pro software. The Hybrid Receiver
will also receive signals from lceSpy System 5 Scout, Notion pro Legacy and Notion Pro transmitters.

Key features:

e IMC Product Code IN-NROO1-Fx (where x indicates the territory-specific frequency, for example F1 for Europe, F2 for USA; this notation will be used
throughout this Manual). Hybrid unit is IN-HR0O01-Fx.

o Wall mountable.

e Internal aerials as standard — external aerials are a factory-fitted option.

e Red LED for alarm (normal state off), green LED for power (normal state on), 1 yellow LED for communications (normal state on). See also section 2.1.1.

¢ Mains powered from supplied adaptor.

e TCP/IP communications.

e Two on-board Relays, one configured for alarm activation, one for communications and power failure.

e Memory lasts for 5 days for up to 50 sensors.

o IP53 rated.
o H Intelligent monitoring and control solutions: - .
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System Manual
The Notion Pro Hardware

notiwn Pe

211 LEDs
Green (constant/flashing)  Unit is powered up. Flashes to indicate radio reception.
Red (flashing) Alarm. (For example, temperature is outside thresholds.) Changes to steady red if
Reset button is pressed. Goes off when Alarm Clear signal is received.
Yellow (constant) Receiver is connected to your Network. A flashing yellow light means that an

Ethernet connection has not yet been established.

2.1.2 Connectors

DC Power

1* Relay
Jack Plug

Mutes buzzer,
cancels relay and
changes alarm
LED from flashing
to steady On.

2nd Relay

Flashing
indicates
Ethernet
traffic

Ethernet

On/Off RS485
indicator

&i m Intelligent monitoring and control solutions: |M5521-1 Page 12 Of 174
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2.2 The Echo Module (optional)

The Echo module provides a Repeater function to re-transmit signals, should this be required in your installation. Key features:

e [IMC Part No IN-RP002-Fx.

¢ Wall mountable.

e Green LED for power (normal state on), red LED to indicate signal being received, yellow LED to indicate signal being transmitted..
e Mains powered from supplied adaptor.

e Battery backup for 3 days.

¢ Reset button.

o IP53 rated.

2.2.1 Connectors

(See also section 2.1.2.)

&I m Intelligent monitoring and control solutions: |M5521-1 Page 13 Of 174 Www_the—imcgroup_com
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2.3 The SMS Module (Optional)

This unit gives the ability for Transmitter alarms to be sent as SMS messages to mobile phones. See Part 2, 2.5.2 for details of SMS message configuration.
Key features:

e [IMC Part No IN-TAQO1.

e Wall-mountable.

e External aerial.

¢ Red LED for alarm (normal state off), green LED for power (normal state on), yellow LED for communications (normal state on).
e OLED display showing signal strength and status.

 Base push-button — quick press shows setup and signal strength, 5-second press sends SMS test message."
e On-board 2G/3G GSM module.

e Optional Wi-Fi communications.

e Mains powered from supplied adaptor.

e TCP/IP communications.

e Two on-board Relays, one configured for alarm activation, one for communications and power failure.

' The display shows signal strength, whether the unit is connected to the GSM network and whether a SIM card is fitted. When the SMS test message is sent
the display indicates the telephone number and the message being sent.
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e Battery backup for 24 hours, rechargeable batteries.
e SIM socket and card — accessed from back of battery compartment.
e |P53 rated.

2.3.1 Connectors

Sends SMS
test message

(See also section 2.1.2.)
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24 The ARB Module (Optional)

The ARB unit gives an alarm display, with a keypad enabling the user to cycle through alarm information. Has RFID and Bluetooth connectivity.

e IMC Part No IN-NAQ0O2.

¢ Wall mountable.

¢ Bluetooth module to interface to MM2000 series recording thermometer.
¢ Red LED for alarms (normal state off), green LED for power (normal state on), yellow LED for incoming SMS alarm message (normal state on).
e Mains powered from supplied adaptor.

e TCP/IP communications.

e On-board alarm relay and reset button..

e RS485 output to drive IMC MS1000 system relay cards.

e Battery backup.

e RFID interface and cradle for transmitter backfill>.

e |P53 rated.

% If a transmitted signal can’t get through for some reason, data is stored in an on-board cache. Backfill is where the transmitter is placed close to the ARB unit, stored data is
then transferred automatically to the ARB via RFID.
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2.4.1 Connectors

(See also section 2.1.2))

242 Keypad Operation

> [O00
. 00

O o Cycles up/down through Alarm messages for each sensor, ACKNOWLEDGE and RETURN screens.

Q Enter/OK — see below.

e Bluetooth. Press to interface with MM7000 series recording thermometer and download its data.*

0 Mute. Stops alarm buzzer

* To download the scan data from an MM7000, first ensure that the MM7000 unit is turned on and enable the Bluetooth function by pressing the Bluetooth
button on the MM7000). Then press the Bluetooth button on the ARB unit. If Bluetooth connection is possible an icon will appear on the screen and a number
of dots, indicating that download is occurring. Once downloading is completed the screen will show a thumbs up symbol and then revert to normal operation.

-
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243 User Interaction
On unit power up/reset, a locale-specific welcome screen appears. Pressing OK (Q) at this point enters ARB setup mode, otherwise the display will
automatically scroll through the Alarm screens. The display goes off after 30 seconds.

Pressing Q at an alarm display shows the name of the sensor and one of five icons representing the alarm type, as follows:

NAME: AAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAA

&- ‘ ﬂ _— ® ‘No Alarms’ Display

ARB Display (representative)

AAAAAAAAAAAAAAAA Sensor Name

a:— Channel A (Temperature). Temperature value has gone beyond pre-set High (or Low) thresholds.
Channel B (Humidity) Humidity value has gone beyond pre-set High (or Low) levels.

Door Open. Storage facility door has been left open for more that the pre-set threshold.

Elapsed Time Warning. A signal has not been received from the sensor for more than the pre-set limit.

1 o™ &

Battery state alarm. Battery should be replaced.

e Pressing e on any screen shows Channel A alarm details.
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e Pressing Q on display of é’ on the ACKNOWLEDGE screen acknowledges the alarm. é’ also indicates a successful download of data from
an MM7000 unit (see above).

e Pressing Q on the Channel A, Channel B or RETURN screens goes back to the starting screen.

244 Example Sub-Screens

Dual Ext Therm 106 Single PT100
Temperature 1+ 22.4cC Temperature 1+ 22.7C
Channel 2 & 29 5C Channel 2

Here, T indicates High alarm, ¥ indicates Low alarm, ﬁ = rate of change alarm.

In the first of above examples, the transmitter is called ‘Dual Ext Therm 106’, has two alarms for temperature (‘High’ might be ‘High High’) on channel 2 and a
rate of change alarm.

The second example (‘Single PT100’) has a High (or High High) alarm on channel 1.
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2.5 The Calibration Module (Optional)

\ v Cradle

: (t2)

The Calibration Module collects data from the Notion Pro Calibration Tool (part of the Notion Pro software) and transfers the data to transmitters placed in the
cradle via RFID. Licence to use the device will expire annually.

e [IMC Part No IN-CMO1.

e Green LED for power (normal state on).

e Mains powered from supplied adaptor.

e |P53 rated.

25.1 Connectors

See also section 2.1.2.

25.2 Display
Alarm display. Used to show failed communications.
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253 Operation

Would usually be held by a Calibration Engineer, who would come in to the customer’s premises on request. Would be used flat on a table connected by
RS485 cable to the Engineer’s laptop.

The Calibration Tool interacts with the Calibration Module and acts as a virtual display and keyboard. When a transmitter is to be calibrated it must be placed
on the Calibration Module cradle. The Engineer then puts the Calibration Module into calibration mode via the calibration tool software.

When a Transmitter is put into calibration mode it sends messages to the System to identify that it is in calibration mode to stop alarms. When the transmitter
is taken out of calibration mode another message is sent to the System that it is back in normal mode. If the sensor for some reason has not been taken out
of calibration mode in 6 hours then an alarm is sent to warn that the transmitter is still in calibration mode.

Once the unit has gone through its calibration routine the Engineer will take it out of calibration mode. All calibration details will be held in the Transmitter
itself, so no adjustments to the Notion Pro data base are required.
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2.6 The Transmitters

All the members of the Notion Pro Transmitter family have the same basic enclosure (see above) and share many common characteristics. The available
sensors can monitor temperature and relative humidity, voltage and 4-20mA current, (intended to interface with third party sensors), as well as providing door
alarms. There are also external PT100 and thermocouple sensor probe options. For more detail on the Notion Pro transmitter family, see the data sheets at
http://www.the-imcgroup.com/notionpro/.

All transmitters can be wall-mounted or free standing, as required. As far as possible, the transmitter units should be placed where they will not be subject to
electromagnetic interference and where they will not be shielded by walls, doors, metal furniture, appliances etc. Note that if you have more than one Network
Receiver on your Site and the signal from a given transmitter is being picked up by more than one Receiver, you can associate the transmitter with the
Receiver unit which is showing the highest signal strength for that transmitter. See section 2.7.7 in Part 2 of this manual.

e All units can operate within a -30°C to +50°C temperature range.

o All units have user-replaceable 1.5V Lithium AA batteries. These have an expected life of >2years and work over -30°C to +50°C temperature range. 1.5V
AA alkaline can be used but with a reduced battery life and a reduced operating temperature range (0°C to +40°C).
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2.6.1 Air Temperature, Internal

e IMC Product Code IN-THO01-Fx

e Product Family: NP3000 series

e Accuracy +0.5°C, 0.1°C resolution.
e Transmits data once per minute.

e Battery level status and alarms.

e Calibration options are return to IMC, or on site by trained Engineer.
e Gap filling protocol via ARB Module with RFID interface.
e Green Status LED for commissioning and fault finding.

e [P65 rated.
e Approvals — see Section 5.

-
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2.6.2 Air Temperature, Internal + Door Switch

¢ IMC Product Code IN-THDO1-Fx

e Product Family: NP3000 series

e As 2.6.1 but with door monitoring and alarm function.
e External sensor range -30°C to +50°C.
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2.6.3 Single Channel, External Temperature Probe 2.6.4 Single Channel, External Temperature Probe + Door Switch

e |IMC Product Code IN-TH002-Fx e |IMC Product Code IN-THDO2-Fx

e Product Family: NP3000 series e Product Family: NP3000 series

e As 2.6.1 but internal sensor is replaced by an external sensor connected ¢ As 2.6.1 but internal sensor is replaced with two external sensors
via a waterproof connector. connected via a waterproof connector.

e External sensor range -40°C to +70°C. e External sensor range -40°C to +70°C.

e Dual Channel Internal and External

2.6.5 Dual Channel, Internal and External Temperature Probe 2.6.6 Dual Channel, External Thermistor
e [MC Product Code IN-THO03-Fx e IMC Product Code IN-TH004-Fx
e Product Family: NP3000 series e Product Family: NP3000 series

e As at 2.6.1 with the addition of external sensor channel connected via a e As at 2.6.3 with the addition of a second external sensor channel.

waterproof connector. e Sensor range -40° to +70°C.
e External sensor range -40° to +70°C

¢ No door monitoring and alarm function.
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2.6.7 Single Channel, External PT100 Probe 2.6.8 Single Channel, External PT100 Probe + Door Switch

e |MC Product Code IN-PT001-Fx e |MC Product Code IN-PTDO1-Fx

e Product Family: NP3100 series e Product Family: NP3100 series

e As at 2.6.1 with the internal thermistor being replaced by a single e Asat2.6.7 but with a door monitoring and alarm function.
external 4-wire Class A PT100 probe. Used to measure temperature at a
specific point, typically inside a freezer. This unit can withstand a much 29 Dual Channel, External PT100 Probe
wider temperature range that an internal thermistor.

e Range -100°C to +200°C

e Resolution 0.1°C

e Accuracy £ 0.1°C calibrated
e PT100 Probe Class A accuracy un-calibrated e IMC Product Code IN-PT002-Fx
e Probe connection via a waterproof connector. e Product Family: NP3100 series

e Dual Hirose base connector
e As 2.6.7 but with a second external PT100 channel.
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2.6.10 Single Channel, Type T Thermocouple

¢ IMC Product Code IN-TT001-Fx .
e Product Family: NP3200 series .
e Single thermocouple base connector o

e As at 2.6.1 with the internal thermistor being replaced by a single Type T
thermocouple.

e Range -200°C to +350°C
¢ Resolution 0.3°C

e Accuracy + 0.5°C.

e |P53

2.6.12 Single Channel Type T Thermocouple + Door Switch

e IMC Product Code IN-TTDO1-Fx o
e Product Family: NP3200 series .
e Single thermocouple base connector

e As at 2.6.10 with a door monitoring and alarm function. .

e Range -200°C to +350°C
e Resolution 0.3°C

e Accuracy £ 0.5°C.

e IP53

2.6.11

2.6.13

Dual Channel Type T Thermocouple

IMC Product Code. IN-TT002-Fx
Product Family: NP3200 series
Dual thermocouple base connector

As 2.6.10 with the addition of a second external Type T thermocouple
channel.

Dual Channel 4-20mA Input

IMC Product Code IN-MAOO1-Fx

As 2.6.1 with the internal thermistor being replaced with two current
channels.

Input 4-20mA.

Intelligent monitoring and control solutions:
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2.6.14 Dual Channel, Voltage Input Transmitter 2.6.15 Temperature and RH transmitter

e IMC Product Codes IN-VT001-Fx, IN-VT002-Fx, IN-VT003-Fx e IMC Product Code IN-RH001-Fx
e As 2.6.2 with the internal thermistor being replaced with two voltage e As 2.6.2 using the internal thermistor.
channels.

e Sensor type: Sensirion type SHT75.

¢ RH range 10-90%.

¢ Resolution 0.1%.

e Accuracy +3%.

e Sensor mounted in external housing fixed to case.
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3

Base Unit Installation Procedure (typical)

Note: This procedure takes you through the generic setup steps for physically setting up the members of the Notion Pro Base Unit family, that is:

Network Receiver
Echo Module
SMS Module
ARB Module

Each of these units will be referred to as a ‘Base Unit’ in the following procedure.

retain the screws from the battery cover
plate at the rear of the Base Unit.

1. Using the mounting bracket as a drilling When mounting the Base Unit, you should
template, drill holes for the Base Unit wall bear in mind that you may need to run
appropriate location. power supply, also Ethernet and RS485

connections may be present.

2. Using the spacers provided to give
clearance, Screw the mounting bracket to
the wall.

3. Using a Phillips screwdriver, remove and

-
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Install Step

Notes

4.

Insert the backup battery into the recess at
the rear of the Base Unit, taking care to
insert the connector attached to the battery
into the matching connector within the
Base Unit.

5. Screw the battery cover plate to the rear of
the Base Unit.

6. Attach the Base Unit to the mounting
bracket.

7. Using the supplied RJ45 cable, connect (Echo Module communicates by radio and
the Base Unit to your Network. must NOT be connected to a Network.)

8. Using the supplied cable, connect the
Base Unit to its 12V power supply.

9. Plug the power supply cable into the power
supply unit.

10. Slide the appropriate plug adaptor onto the Do not connect the power supply to the
power supply. mains supply yet.

11. Plug in the Base Unit power supply to the A green light comes on.
mains supply and switch on at the mains Power Supply works automatically with
socket. 110V-120V or 220V-240V mains voltage.

12. Go into Notion Pro to add Transmitters to See the Notion Pro Help for details.
Zones and configure them for use.
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4 Adding Transmitters

As far as possible, the transmitter units should be placed where they will not be subject to electromagnetic
interference and where they will not be shielded by walls, doors, furniture, appliances etc. They should
preferably be mounted vertically to maximise radio range.

A wall-mounting bracket is available, IMC part no. N494.
4.1 Transmitter Unit Replacement Batteries
IMC recommends:

e Lithium - Energizer Ultimate Lithium L91 IMC stock no. G301

e Alkaline - Duracell ID1500-10 IMC stock no. 88705.
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5 Compliance

The Notion Pro equipment conforms to the following international standards:

Country-specific radio approval.

R&TTE approval. See the IMC Group R&TTE Declaration of Conformity at
http://www.the-imcgroup.com/images/Declarations/Ice Spy/lceSpy-Notion-Pro-RTTE-DOC. pdf
covering Radio and Telecommunications Terminal Equipment.

All Notion Pro hardware carries the C € mark to indicate that the equipment meets the requirements of the
applicable EC Directives.

WEEE compliance.
RoHS compliance.
Conflict minerals.
Reach.
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NOTE

If you are NOT a System Administrator, go to Section 4 to read about how to use Notion Pro to monitor
data from the sensors on your Site. You will be unable to access the facilities detailed in Sections 1-3.

1 First Time Login (System Administrator)

To view the Notion Pro website, you will need to open a browser and navigate to the Notion Pro site.
If you are working on the Notion Pro Server itself, enter http://localhost/NotionPro in the browser’s address field.

If you are working on a another computer or device, you will need to use the URL supplied by your System
Administrator or IT Support provider to reach the Notion Pro server. This may be similar to
ServerName/NotionPro for a LAN connection or www.mycompany.com/NotionPro for an internet connection.

notien P

Forgotten password?

Figure 1
Once you have navigated to the correct URL, the login screen will be displayed, as in Figure labove.

As you are setting up the system immediately after installation, you need to login as the system Administration
User:

Username: Admin User
Password: Admin
Enter your username and password to login, then click Sign In Passwords are case sensitive.
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As this is the first time you have logged in, you must supply the answer to a security question, so if you forget
your password in the future, you can retrieve it using a procedure which includes supplying the answer to your
security question. See Figure 2.

Security Question

In the field below answer a question, it will be required in
order to reset your password.

Select your question

Figure 2

Choose your security question by clicking >l and choosing from the list. Type the answer into the box below,
then click Submit.

You will now be returned to the login screen see Figure 1, where you will again need to enter your username
and password.

The Security Question screen is only shown when a user logs in for the first time; it will not show when you
login as the Admin User again.

Note: When you get to section 2.1.7 below, you should change the default Admin User password so that it is

secure.
o 1 Intelligent monitoring and control solutions: _ .
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2 Setting Up Users, Sites and Devices

This Section will guide you through the setting up of Users, User Groups, Access control, System
Configuration, Sites, Device Configuration, Account settings, System Overview and Sensor Groups.

Note: The functionality described in this Section only applies to System Administrators or Users who have
been given System Administrator access rights. The Admin User is created automatically when Notion
Pro is installed. The Admin User cannot be deleted.

When you get to section 2.1.7 below, you should change the default Admin User password to something more
secure, which is memorable.

2.1 User Management

User Management allows you to add Users, edit Users, add External Contacts and edit External Contacts.

211 Adding and Editing Users

_ _ Select Admin then User Management from the drop down menu to
Admin  Seftings  Help access the User Management section.

The Admin menu is located at the right hand side of the top menu bar.

User Management

After selecting User Management a new window appears see Figure 4

below.
User Group Management
Device Configuration
System Configuration
Sites
Access Control
Figure 3
-)
= EditView Users
=» Create External Contact User Name:
=} EditView External Contacts Password:
. X Confirm Password:
=» Password Security Settings
FPassword Never Expires: O
Email:
Telephone MNo:
Reset Lockout: O
Add User
Figure 4
o 1 Intelligent monitoring and control solutions: _ .
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2.1.2 Add User Name
In the dialog box above (Figure 4) enter a new User Name. If the user name is already taken the following

message will be displayed.
Thiz name iz already taken

Select another User Name until the following message is displayed:
[

v

2.1.3 Add Password

Enter a password into the Password field, now re-enter your password into the Confirm Password field. It is
not recommended to cut and paste the password as this would copy a mistake to the Confirm Password field.
If when typing your password into the Confirm Password field you make a mistake, the following message will

be displayed.
| * Fields do not match

If you have re-typed your password correctly then you will be able to proceed to the next step.

By default, Notion Pro requires passwords to be at least eight characters long. The Administrator will not be
able to set a minimum password length of less than eight characters. This is configurable by the Administrator.
The User ID and password cannot be the same.

Administrators may also require that user passwords have an alphanumeric and mixed case. In this case,
passwords must have numeric characters, upper and lower case letters.

2.1.4 Password Never Expires
By default user passwords are set to expire in 90 days, this is selectable by the Administrator.

Password Expiry does NOT apply to the Admin User password, which is always set to never expire.

2.15 Email:

This field allows you to enter your email address. This is used to receive the following:
e email alerts generated from the system

e emalil reports.

e password reminders.

2.1.6 Telephone No:

This field allows you to enter your mobile phone number. This is used to receive SMS text alerts generated
from the system.

The number should be entered in the following format:
+44 123 987654
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2.1.7 Edit/View Users

Edit/View Users allows you to edit existing user’s details. The following functions are available:
o Edit allows passwords to be changed along with email address and phone number

e Delete allows single or multiple users to be deleted

e Privileges allows users to be set with viewing rights.

To edit new user, select Edit/View Users
=} Create User

After selecting Edit/View Users a new window opens (see Figure 6).
Edit'View Users

Create External Contact

Edit"iew External Contacts

R A A

Password Security Settings

Figure 5

View Users

Delete Users

[ User Name Email Actions
Admin User Mot Available [ Edit I[ Delete ][ Privileges ]
] MNew User newuser@thecompany.com [ Edit I[ Delete ][ Privileges ]
Figure 6
2.1.7.1 Edit

To edit a user select Edit. After selecting Edit a new window opens (see Figure 7).
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User Name:
Keep Cld Password:
Password:

Confirm Password:

FPassword Mever Expires:

Email:
Telephone MNo:
Disable User:

Reset Lockout:

Update User

User

¥

r.pulli@the-imcgroup.com

()1 Yes (@ MNo

O

Figure 7

User Details

Here you can change the User’'s email address and mobile phone number. If you wish to update the User
without changing your password tick Keep Old Password and the existing password will be populated in the
password dialog boxes. If you wish to change your password follow steps in 2.1.3.

2.1.7.2 Reset Lockout
Locked out users can be reset from this screen, by selecting Reset Lockout.

When you are happy that all details are correct, click the Update User button.

2.1.7.3 Delete User
There are three methods for deleting users:

1. Select Delete (see Figure 6). This will delete the record selected, once you are happy with your selection

2.

confirm delete by selecting YES on the warning dialog box (see Figure 8).

This will delete the selected user, are you sure?

Figure 8

If more than one user is to be deleted select the tick box to the left of the name, tick all users to be deleted
(see Figure 6). Once you are happy with your selections click Delete Users (see Figure 6) select confirm
delete by selecting YES on the warning dialog box (see Figure 8).

By clicking the tick box next to User Name all users will be deleted. WARNING, this will select all users for
deletion (see Figure 6). Once you are absolutely sure you want to delete all users click Delete Users (see
Figure 6) select confirm delete by selecting YES on the warning dialog box (see Figure 8).

WARNING: Deleting users cannot be undone.

2IMC
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2.1.7.4 User Privileges

This allows individual users to be assigned viewing rights to Sites and Zones. (See section 2.5 for more
information on Sites and Zones.) Click on Privileges in the View User window (see Figure 6) for the User that
you wish to assign viewing rights to. This gives the Assign Privileges dialogue box (see Figure 9).

Assign Privileges

User Name: User1

| Site Name Address Post Code
Notion Pro Dema

Zones

Stores

Main Processing Area
Goods Cut
Kingsclere

W] office

+ IMC Group Ltd Pendle House, Jubilee Road, Letchworth, Hertfordshire 5G6 18P

Assign Site Access Remove Site Access
Figure 9

In the example above, Userl has been pre-allocated with viewing access to the Notion Pro Demo Site and the
listed Zones. Click Assign Site Access or Remove Site Access as required. See also section 2.2.4.
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2.1.8 Create External Contacts

External contacts are used when there is a requirement to email reports or send SMS alarms to people who are
not Notion Pro users.

=» Create User To create external contacts, select Create External Contact.
After selecting Create External Contact a new window opens, see
=» EdithView Users Figure 11 below.
=» (Create External Contact
=» Edithview External Contacts
=» Password Security Settings
Figure 10
User Name:
Email:
Telephone MNo:
Add Contact
Figure 11

Enter User Name, Email and Telephone No as in Part 2, section 2.1.2 for an external user. There is no
requirement for a password as these users do not have access to Notion Pro.

2.1.9 Edit/View External Contacts
Create User To Edit/View external contacts, select Edit/View External Contacts.

After selecting Edit/View External Contacts a new window opens (see
Edit"View Users Figure 13)

-
-
= Create External Contact
=} Edit/View External Contacts
-

Password Security Settings

Figure 12

Delete Contacts

| Username Email Telephone No Actions

| External User External{@thecompany.com +44 123 987654 [Edit][ Delete ]
Figure 13

To edit external user details follow steps in section 2.1.7.1, to delete external users follow the steps in section
2.1.7.3.
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2.1.10 Password Security Settings

To Edit/View Password Security Settings, select Password Security
Settings. Once selected, the Password Security Settings window will be
shown see Figure 14 below.

=» Create User

= EditView Users

=» Create External Contact

= Editview External Contacts

=» Ppassword Security Settings

Password Security Settings

IMC strongly recommends a minimum password length of at least 8 characters, requiring mixed alphanumeric and case
passwords, and using the Retries Lockout feature for systems accessible over the Intermet; this level of password

strength is required on validated systems.

Feature Name Value Feature Off
Auto Logout Penod (Mins): 30 |
Password Expiry {Days): a w1

Password Expiry Warning {Days):

Password Depth:

Retries Allowed: 3 1
Retries Period (Mins): 30
LockQut Period (Mings): a0
*Minimum recommended
Minimum Password Length: 4
length is & characters.
Minimum Numbers: 0 |
Minimum Letters: 0 [+l
Minimum Upper Case: 0 [

Uipdate Delete Apply Default

Figure 14

The Password Security Settings window is used to set the system’s login security features. Login security
features apply globally to all logins, with some exceptions for the Admin User account, as detailed below.

Individual features can be disabled by selecting the associated Feature Off tick box. Clicking Apply Default
will return Password Security features to the default settings. click Update to apply any changes made.
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2.1.10.1 Auto Logout Period (Mins)

If a login session is left unattended, then the system will log the user off after the Auto Logout period. The auto
logout period can be set by the Administrator.

When Auto Logout activates, the browser will continue showing the last screen actioned by the user, and if on
the Live View, data values will continue to update on the screen. However, when the user tries change window
or enter a value, then the browser will show the Login screen and require the user to log back into the system.

The Auto Logout Period can be set between 5 and 60 minutes, the default period is 30 minutes.

2.1.10.2 Password Expiry

Passwords will automatically expire, and need to be changed, after the Password Expiry time. By default user
passwords are set to expire in 90 days, this is selectable by the Administrator. Password Expiry does NOT
apply to the Admin User password, which is always set to never expire.

Users are warned on login within 10 days of expiry, and given the option to type in a new password. This can
be done any time between the first warning and expiry. The warning time is settable by the Administrator. This
will be a countdown warning and will decrease as the expiry deadline approaches.

Once a password has expired no further access will be allowed for that user until they enter their expired
password at which point the system will force a change before any further progress can be made.

2.1.10.3 Password Depth

The Password Depth sets the number of previous passwords that cannot be immediately reused by a user. A
password depth can be set globally, between 1 and 10.

2.1.10.4 Retries Allowed

This is the number of failed login attempts allowed for a username, within the Retries Period, before the user is
locked out. Locked out users are informed of their locked out status, when they try to login.

Lockout Period is the time that a user will be locked out after the Retries limit is exceeded.

By default users will be locked out for 60 minutes after three consecutive failed password login attempts within
a 30 minute period. Where a lockout occurs, the user will be informed of the lockout period by a message on
the browser, and the lockout will be recorded in the activity log.

The number of Retries Allowed can be up to 10. The Lockout Period can be up to 1440 minutes and the Retries
Period can be between 10 and 1440 minutes. The Admin User is never locked out.

A lockout value of 0 will lock out users until reset by the Administrator. Any Administrator lockout will be for 30
minutes, (this prevents the Administrator becoming permanently locked out).

A Reset Lockout tick box is available on the User Details screen. This control will normally be greyed out, and
will only become active when the user is currently locked out. This control is only accessible by an
Administrator. Administrators can reset a locked out user from the Edit/View Users window, see section
2.1.7.1.

2.1.10.5 Username Reuse

Deleted usernames cannot be reused for the period of time specified by Username Reuse. If an Administrator
types a Reuse blocked username into the User Details screen, a warning will be displayed. By default,
Username Reuse checking is disabled.

2.1.10.6 Minimum Password Length

By default, Notion Pro will require passwords to be at least four characters long, the Administrator will not be
able to set a password length of less than four characters. This is configurable by the Administrator. The User
ID and password cannot be the same.
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2.1.10.7 Accepted Value Ranges
The list below details the setting ranges for each option:

Auto Logout — 5 to 60 minutes.

Password Expiry — 30 to 730 days.

Retries Allowed — 1 to 10 attempts.

Lockout Period — 0 to 1440 minutes; 0 will lockout users until reset by the Administrator.

Retries Period — 10 to 1440 minutes.

Password depth — 1 to 10.

Minimum Password Length — 8 to 50 characters.

Minimum Numbers, Minimum Letters, and Minimum Upper Case — 1 to 50, these values are consistency
checked, against minimum length and each other.

2.1.11 Changing the Password

. To change your password select Settings>Account Settings then
Change Password Change Password to give the Change Password dialogue box.

See Figure 15 below.
= Change Security Question

Change Password

Old Password:
MNew Password:

Confirm New Password:

Submit

Figure 15

Enter the old password in the Old Password field. Enter the new password in the New Password field, enter it
again in the Confirm New Password field.

Note: It is recommended that a password be at least eight characters in length and contain at least one
number, one letter, one uppercase letter.

Click Submit. The message shown in Figure 16 below will be displayed to confirm a successful password
reset.
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Change Password

Password reset successfully.

Old Password: sSssassessNEs
New Password: sssasssaes
Confirm New Password: sssssssens
Figure 16

2.1.12 Changing your Security Question

You will need to know the answer to your security question if you have forgotten your password and you have
to click on the Forgotten password? Link on the Sign In screen.

- - To change your security question select Settings>Account Settings
Change Password then Change Security Question to give the Change Security

Question dialogue box. See Figure 17 below.
=» Change Security Question

Change Security Quuestion

Security Question: What is your favourite color? ﬂ
Answer: P ——
Submit
Figure 17

Select your security question from the Security Question pull-down list, the enter the answer into the Answer
field, then click Submit. Click Submit. The message shown in Figure 18 below will be displayed to confirm a
successful password reset.

Change Security Gluestion

Q&A reset successfully

Security Question: What city were you born in? ]
Answer: e
Submit
Figure 18
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2.2 User Group Management

This section describes how User Groups are created and used. User Groups allow viewing Privileges to be
set for a group, Users added to that group inherit the viewing Privileges associated with that group. Any
previous viewing Privileges assigned to an individual user will be overridden by the viewing Privileges
associated with that group.

To learn about setting Privileges for individual users see section 2.2.4. Privileges are the viewing rights that
allow a user to see Sites and Zones. Through Privileges a user can be restricted to the number of Zones they
can see. This is especially useful on very large systems.

. - Select Admin>User Group Management from the drop down menu to
Admin  Setfings access the User Group Management section.

After selecting User Group Management a new window appears, see
User Management Figure 19 below.

User Group Management

Device Configuration

System Configuration

Access Control
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221 Create User Groups

=} Create User Group Create User Group

=» Edithiew User Groups

Group Name:

Non-Members Members

Admin User

==

L

Add Members

Figure 19
To create a User Group, enter a name for the User Group, see examples below:

e T+RH Sensors - for a small Site this could be used to allow access to all of the temperature and humidity
sensors.

e T+RH Sensors 1st Floor - for a larger site this could be used to allow access to all of the temperature and
humidity sensors on one floor.

Select the Users that you would like to add to the group. All users that have not already been associated with a
group will be shown in the left column. To select more than one user hold the Ctrl key and select the required
users. Once you are happy with the selected users click the double left arrows located between the columns,
this will move the users to the right column.

Users can be de-selected by selecting them in the right column and clicking the double left arrows. When you
are happy with your selection, click on Add Members. You will be asked if you would like to proceed, see
Figure 20 below.

Would you like to proceed?

Figure 20
Select YES to proceed or NO to abort.
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2.2.2 Delete User Group

Delete Groups

[] Group Name Members Actions

[]  Notion Pro Notion Pro, Notion Advanced [ Delete ][ Edit ] [ Privileges ]

To Delete a User Group select Delete in the line corresponding to the User Group to be deleted. Once Delete
has been selected you will be asked if you would like to proceed, see Figure 21 below.

This will delete the selected record, are you sure?

NO YES

Figure 21

Select YES to proceed or NO to cancel.

2.2.3 Edit User Group

To Edit a User Group select Edit in the line corresponding to the User Group to be edited. Once Edit has been
selected the Edit User Groups window will appear, see Figure 22 below.

=} Create User Group Edit User Group

=» Edit/'View User Groups

Group Name: T + RH Sensors on 1st Floor

Non-Members Members

Admin User User 1
User2

<=

Update Members

Figure 22
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Users can be removed from the User Group or added. To remove Users highlight them in the right column and
click the double left arrows. To add Users highlight them in the left column and click the double right arrows.

When happy with your selections click Update Members. You cannot remove all the members from a group
you must always have to have at least one member. If you want to remove all the members then the User
Group needs to be deleted.

When a User is removed from a User Group that User will require Privileges adding, see section 2.1.8 to add
Privileges.

2.2.4 User Group Privileges

To set the Privileges for a User Group select Privileges in the line corresponding to the User Group to be
edited. Once Privileges has been selected the Assign Privileges window will appear, see Figure 23 below.

Assign Privileges

Group Name: Notion Pro

O Site Name Address Post Code
] Notion Pro Dema

Zones

W stores

[ main Processing Area

[ Goods out
+ IMC Group Lid
Assign Site Access Remaove Site Access
Figure 23
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All Sites that have been added to Notion Pro will be visible in the Assign Privileges window. Sites with an
empty tick box are top level Sites with no Sub Sites associated. Sites with a + symbol have Sub-Sites
associated, see IMC Group Ltd above.

Selecting the + symbol will reveal the Sub Site details, see Figure 24
below.

= IMC Group Lid
Sub-Sites

[l Pendle House

Zones

[1zone1

Figure 24

To allow the members of User Group T + RH sensors 1st floor to view the sensors from the IMC Group
Pendle House subsite select the tick box next to Pendle House. This will now allow all Users added to this
group to be able to see those sensors only.

When you are happy with your selections click on Assign Site Access, see Figure 25 below.

Assign Privileges

Records updated successfully

Group Name: T + RH Sensors on 1st Floor

| Site Name Address Post Code
| Motion Pro Demo

= IMC Group Lid

Sub-Sites

W1 Pendle House

Zones

W zone1

Figure 25

To remove access the process is the reverse of the above. When happy with your selections click on Remove
Site Access.

Some sites will have more Zones and sensor types than others. However, the process for allocating Privileges
is the same. Depending on what the System Administrator want an individual user to see as many or as few
sensors or Zones can be selected.
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2.3 Access Control

This section describes how users are granted permissions. Permissions are system access rights such as
Edit, Delete etc.

Notion Pro allows the creation of Roles which are assigned with access permissions. Users are added to Roles
and inherit the permissions assigned to the Role thus avoiding the repetitious and error prone task of adding
multiple individual users.

) . Select Admin then Access Control from the drop down menu to access the
Admin  Settings Access Control section.

After selecting Access Control a new window appears, see Figure 27 below.
User Management

User Group Management

Device Configuration

System Configuration

Access Control

Figure 26

2.3.1 Permissions Overview

=} Permissions Overview

Permissions Overview for Admin User

=} Manage Users
= |Manage Roles Permission Name Status
Access Archive Database

Access Control

Access Logs

eee0

Access Reports

Figure 27

The menu on the right above gives access to the different sections of Access Control, the list on the left above
is the Permissions Overview for the Admin User.

Note: the Permissions Overview list is much longer than the lists shown in this section, but these are
abbreviated here for space reasons.

The Admin User is created automatically when Notion Pro is installed. The Admin User cannot be deleted or
the Permissions altered.

As Users are added to the system they will automatically appear at the bottom of the Permissions Overview
screen, see Figure 28 below.
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Search User Name:

Change User
Customer

Master

Figure 28

To view the Permissions granted to a user click on the underlined user name. The Permissions Overview for
Customer window will appear see Figure 29 below.

werview for Colin

Permission Hame Status
Access Archive Database 0
Access Control (X
Access Logs

Access Reports

Access Reports - Sensor Groups

Access Setftings

Access Sites

Acknowledge Alarms

Figure 29

A red circle with a cross means that the Permission is denied, a green circle with a tick means that the

Permission is granted. These permissions are inherited from the Role that the user has been assigned; this
process is described in section 2.3.2.

2.3.2 Manage Roles

Before you can assign Permissions to a user you need to create Roles. To view Roles click on Manage Roles.
The Select a Role to Manage window will appear see Figure 30 below.

=» Permissions Overview Select a Role to Manage
e 1 =

= Manage Users

=» Manage Roles Search Role Name:

Role Name Action
Administrator [ Select]
Advanced User [ Select]
User [ Select]
New Role
Figure 30

When Notion Pro is installed there are no pre-defined Roles set, the Admin User can create Roles and decide
what Permissions to assign to each Role. The list below shows a typical set of Roles. There is no limit to the
amount of Roles that can be set.

L)
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e Administrator
This would be a high level Role with all Permissions assigned.

e Advanced User
These would be a trusted users with access to Admin functions blocked but still able to edit sensor
properties. Full data viewing and alarm acknowledging allowed.
e General User
These would be a lower level users with access to Admin functions and sensor editing blocked. Full data
viewing is allowed.
e Guest User
These would be a view-only user with no editing or alarm acknowledging rights. Full data viewing is allowed.
See also Section 2.3.4.
When Notion Pro is installed a default Admin User is created, the Admin User cannot be deleted and is preset
with the Username “Admin User” and the Password “Admin”. We recommend that these details are changed

immediately after installation. This can be done in Admin>User Management see section 2.1.3. The Admin
User is pre-assigned with all available Permissions.

When setting up from first install, select Admin>Access Control>Manage Roles. The Select a Role to
Manage window appears, see Figure 31 below.

=} Permissions Overview

Select a Role to Manage

= Manage Users

o Search Role Name:
=" Manage Roles

Role Name Action

Mo roles are defined yet.

MNew Role

Figure 31

Click on New Role. The New Role window appears see Figure 32 below.
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7 e _

=} Manage Users

=& Manage Roles Role Name:
Permission Allow Deny Ignaore
Access Archive Database Q o [C]
Access Control 8] [C]
Access Lags Q O ®
Access Reports o 1]
Arcess Reports - Sensor Groups ] Q ®
Arcess Settings [»] (9] [C}
Access Sites O (@] ]
Acknowizdge Alarms [»] (8] (O}
Artivate privileged Access o] @] ®
Bulk Acknowledge Alarms O (8] ]
Change Alarm Settings on Resst [»] (@] (O}
Dievice Configuration ()] o [l
Disable Usar o ] -
Edit View @] ] [C]
Email Alert Group O (@] ]
Live Wiew Q Q 1]
Live View - Sensor Groups ] o] ®
Fassword Security Setiings ()] O [
Plan Wisw Q ]
Plan Wizw Edit O () [C]
SMS Alert Group o Q w
System Configuration Q /]
User Group Management [»] @] [}
User Managemsnt Q 1]
Save

Figure 32

Enter a name for Role. We would recommend using Administrator for the highest level user. It is also
suggested that all functions are set to Allow with the exception of Activate privileged Access which should be
set to Deny. Select Save. You have now created the Administrator Role. See Figure 33 below.
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7 e _

=} Manage Users

=} Manage Roles Role Name: Adminisirator

Permission Allow Deny Ignore
Acess Archive Database ] o o
Arcess Control ]

Acoess Logs -

Access Reports -

Access Reports - Sensor Groups ] o ]
Access Seitings -

Acoess Sites -

Acknowledge Alarms [}

Artivate privileged Access ] - ]
Bulk Acknowledge Alarms -

Change Alarm Setlings on Resat -

Dievice Configuration [

Disable User [ (] (]
Edit Wigw [

Email Alert Group -

Live View [

Live Wiew - Sensor Groups [ (] (]
Password Security Setlings -

Plan \View ]

Plan Wiaw Edit (]

SMS Alert Group [ (] (]
System Configuration -

User Group Management -

User Managemsnt [l
Save

Figure 33

Other Roles can be created as required following the instructions above.
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2.3.3 Permission Definitions

Access Archive Database

Controls access to Archived read only data

Access Control

Controls access to the Access Control section

Access Logs

Controls access to System Logs

Access Reports

Controls access to Reports

Access Reports - Sensor Groups

Controls access to Sensor Group Reports menu

Access Settings

Controls access to entire Settings menu

Access Sites

Controls access to Sites Section

Acknowledging Alarms

Allows user to acknowledge alarms

Acknowledge Alarms in Bulk

Allows user to acknowledge multiple sensors alarms

Activate privileged Access

Allows Admin User to login as the user; See note 1

Change Alarm Settings on Reset

Allows user change alarm values, when resetting an Alarm

Device Configuration

Controls access to the Device Configuration section

Disable User

Allows user to disable other users.

Edit View

Controls access to Edit View section

Email Alert Group

Controls access to Email Alert Group section

Live View

Controls access to Live View section; see note 2

Live View - Sensor Groups

Controls access to Sensor Groups

Password Security Settings

Allows access to Password Security Settings screen

Plan View

Controls access to Plan View section; see note 2

Plan View Edit

Allows movement of sensors in Plan View

SMS Alert Group

Controls access to SMS Alert Group section

System Configuration

Controls access to System Configuration section

User Group Management

Controls access to User Group Management section

User Management

Controls access to User Management section

r T | |rxjrjr| ||| |11l <L

Key:

e H These permissions are recommended for the highest level user only
e M These permissions can be granted to general users
e L These permissions can be granted to all users

Notes:

1. So the Admin User can configure settings which the normal user does not have access too.

2. This should be available to all users.

-
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2.3.4 Suggested Role Definitions

The following table gives suggested roles and the settings for those roles. You may wish to define roles and

permissions slightly differently for your Site.

Role Permissions

General Administrator Select Ignore for:
e Access Control
e Access Logs

e Access Sites

e Disable User

e Activate privileged Access

e User Group Management
e User Management

Select the Allow option buttons for all other permissions.

Advanced User Select Ignore for:
e Access Control
e Access Logs

e Access Sites

e Disable User

e Activate privileged Access
e Change Alarm Settings on Reset
e Device Configuration

e User Group Management
o User Management
Select the Allow option buttons for all other permissions.

Standard User Select Ignore for:

e Access Reports

e Access Settings

e Live View

e Plan View

o Acknowledge Alarms
e Bulk Acknowledge Alarms

e Access Reports — Sensor Groups

e Live View — Sensor Groups

Select the Deny option buttons for all other permissions.

Guest User Select Ignore for:

e Live View

e Plan View

e Live View — Sensor Groups

Select the Deny option buttons for all other permissions.
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2.35 Manage Users
Notion Pro allows users to be associated with Roles rather than having to individually add Permissions to
each individual User. Permissions can also be done individually if required.

When setting up users, select Admin>Access Control>Manage Users. The Select a User to Manage
window appears. See Figure 34 below.

=} Permissions Overview Select a User o Manage

=3 Manage Users

=) Manage Roles Search User Name:

User Name Action

Admin User [ Select ]

Notion Advanced [ Select ]

Metion Pro [ Select ]

User 1 [ Select ]

User2 [ Select ]
Figure 34

To assign a User to a Role click on Select next to the user name that you want to assign a Role to, see Figure
34 above. The Managing User window appears, see Figure 35 below.

=} Permissions Overview Managing Adrrin User

«» Manage Users
= NManage Roles Existing Roles for User [ Manage Roles ]

No Role has been assigned.

Existing Permissions for User [ Manage Permissions ]

Access Archive Database

Figure 35

To assign a Role to this User select Manage Roles. The Manage User Roles window appears. See Figure 36
below.

=» Permissions Overview
Manage User Roles: Admin User

=» Manage Users

<> Manage Rolss Roles Member Not Member
Administrator O ®
Advanced User O ®
User O ®
Save Cancel
Figure 36

In this case the previously selected User was the Administrator user so we need to select the Member option
button next to Administrator to put this user into the Administrator Role. This user will now inherit the
Permissions assigned to this Role. More than one user can be assigned to the same Role.

A user can be assigned to more than one Role for example a lower level user can be assigned a higher set of
Permissions by an Admin user on a temporary basis. This allows a user to stand in for a colleague without the
need to access the user settings and individually change the Permissions.
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2.3.6 User Permissions

The main method for Notion Pro users to be granted Permissions is by association to a Role. For total flexibility
an individual user can have some permissions Allowed or Denied rather than Inherited.

To manage Permissions for a User:
1. Select Manage Users to give the SIS[EaERORIEIQURVEREG[S dialogue box.
2. Select the required user to give the Managing <user name> dialogue box.

3. Click Manage Permissions to give the Manage User Permissions window. See Figure 37 below.

=& Permissions Cwerview

Manage User Permissions: Useri

=} Manage Users

=} Manape Foles Permission Status
Access Archive Databass Inherit {Deny) v
Access Control Inherit (Deny) B4
Arcess Lags Inkerit {Dany) B4
Arcess Reports Inkerit {Dany) Ed
Access Reports - Sensor Groups Inherit {Deny) [
Access Settings Inherit (Deny) B4
Arcess Sites Inkerit {Danyh B4
Acknowledge Alarms Inherit {Deny) B4
Activate privileged Accass Inherit {Deny) [
Bulk Acknowledge Alarms Inherit {Deny) B4
Change Alarm Setfings on Reset Inherit {Deny) B4
Device Configuration Inherit (Deny) B4
Disable Usar Inheerit (Deny) 3
Edit View Inherit {Dany}) Ed
Email Alert Group Inheerit (Deny) B4
Live Wiew Inherit (Deny) B4
Live Wiew - Sensor Groups Inherit {Deny) ]
Pazsword Security Setfings Inherit {Deny} B4
Plan Visw Inherit {Deny) Ed
Plan Wiew Edit Inheerit (Deny) B4
SMSE Alert Group Inheerit {Deny) ]
System Configuration Inkerit {Dany) B4
User Group Management Inherit {Deny) B4
User Management Inherit {Deny) Ed

Save Cancel

Figure 37

To change Permission select the drop down arrow next to the Permission to be changed and select either
Allow or Deny. The above process can be repeated for other Users and Roles.
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2.4 System Configuration

This section is where the email and SMS settings are set for the automated alarm functions.

_ _ Select Admin then System Configuration from the drop down menu to access
LU LR DV the System Configuration section.

User Management . ) . ) .
After selecting System Configuration a new window appears, see Figure 39

below.
User Group Management

Device Configuration

System Configuration

Sites

Access Control

Figure 38

24.1 Email Alert Global Settings

Email Alert Global Settings

SMTP Mail Server: MS001:1

Sender Email Address: host@naotionpro.yourcompany.com

SMTP Username: host@notionpro-yourcompany.com

SWMTP Password: SRS EE IS NGB RER AN ReRERNRRBRS

BCC Email Address:

Send Email Over SSL: ]

Email Receiving Protocol: ®imap OPoP3

Receive Email Over SSL: ]

IMAP/POP3 Mail Server: MS001

IMAFPPOP3 User Mame: YOUICOMPany.coninew. user

IMAFR/POP3 User Password: L T T T Y
Heartbeat Enable: [

Email Alert Heartbeat Time: 14:15:00

Update Delete

Figure 39
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The details in the above example ideally should have been collected prior to installation and if available will be
on the Notion Pro Pre-Requisites form. If the details are not available at the time of commissioning, you will
need to contact your IT department or provider. If the details are available enter them into the dialog boxes
above.

It is not essential that these details are entered at this time. If email alerts and emailed reports are not required
at this point these details can be entered at a later date.

Mail Servers can be specified as a resolvable hostname or IPv4 address. The example settings, shown in
Figure 39 above, will use standard IANA assigned port numbers when connecting to the mail server(s). If
required you can specify the port number to be used, by adding a colon ‘' followed by the required port number
to the server hostname or IPv4 address; e.g. ‘MS001:25" would use port 25.

If you do not know the address(s) and/or port number(s) used by your Mail server, contact your system
administrator or IT support provider; please do NOT contact IMC Technical Support, as this is information that
only your IT administrator or support provider can supply.

It is recommended that the Heartbeat message is enabled, the problem with automated alarm systems using
tools such as email, is if you don’t get an alarm for several days or weeks then it is difficult to know if that is
because the system is not generating any alarms or is it because the email system has failed. The Heartbeat
message will give a daily indication that everything is functioning correctly. The timing of the Heartbeat
message can be set in the bottom dialog box, please ensure that the time is entered in the following format:

e 14:15:00
Any time from the 24 hour clock can be set. When all settings are entered select Update.

The Receive Email and IMAP/POP3 settings are for email alert acknowledgement handling, and can be left
blank should this feature not be required.

Note: Do NOT set the BCC Email Address to be the same as the Sender Email Address.

Warning: It is not recommended that email alerts are used on their own for critical alarms. Email alerts rely on
your internal email systems functioning correctly. Or if your Internet Service Provider is suffering any problems
this will also cause disruption of service.

For critical alarms IMC recommend the use of two different methods to send out alarm alerts.

Other forms of alarm alert generation methods are SMS driven from the SMS Module GSM device or hard
wired relays driven locally from the Network Receivers. Both methods require extra hardware.

Contact your sales representative or your local distributor for further details. Contact information can be found
on our website at http://www.the-imcgroup.com/contact-us for our UK Head office contacts or http://www.the-
imcgroup.com/global-distributors to contact one of our authorised distributors.

2.4.2 SMS Alert Global Settings
Notion Pro allows alarm alerts to be sent out via SMS Alerts.

To set up SMS Alert Global Settings, select Admin>System Configuration> SMS Alert Global Settings.
The SMS Alert Global Settings Window will appear, see Figure 40 below.

=» Email Alert Global Settings SMS Alert Global Settings

=) SMS Alert Global Settings

=» Email Heartbeat Group EU Phone Band: ]
=} SMS Heartbeat Group Heartbeat Enable: o
. SMS Alert Heartbeat Time: 10:00:00
=» Email System Group
=) SMS System Group Update Delete
= Check Email Feature
Figure 40
-
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When using the SMS Module anywhere in Europe tick EU Phone Band, when using outside Europe leave EU
Phone Band un-ticked.

It is recommended that the Heartbeat message is enabled. The problem with automated alarm systems using
tools such as SMS is, if you don’t get an alarm for several days or weeks then it is difficult to know if that is
because the system is not generating any alarms or is it because the SMS system has failed. The Heartbeat
message will give a daily indication that everything is functioning correctly. The timing of the Heartbeat
message can be set in the bottom dialog box, please ensure that the time is entered in the following format:

e 10:10:00

Any time from the 24 hour clock can be set. When all settings are entered select Update.

2.4.3 Email Heartbeat Group

You can create the Email Heartbeat Group which allows multiple users to be allocated to a group. To create
the Email Heartbeat Group select Email Heartbeat Group from the side menu and the Create Email
Heartbeat Group Window will appear see Figure 41 below.

=} Email Alert Global Setti
mafl Ale obal Setlings Create Email Heartbeat Group

=} SMS Alert Global Settings

Submit

= Email Heartbeat Group
=} SMS Hearibeat Grou )
P Group Details Contacts

=» Email System Group

Group:
=» SMS System Group

Group Name:
=» Check Email Feature

Email:

Email Subject:

Figure 41
Step 1

Enter a name for the group in the dialog box next to Group Name, then enter a phrase in the dialog box next to
Email Subject. The text entered here will become the subject of the email.

Step 2

Click on the Contacts tab and the Contacts dialog box appears, see Figure 42 below.

=} Email Alert Global Setti
mafl Ale obal Setlings Create Email Heartbeat Group

=} SMS Alert Global Settings

5 it
=» Email Heartbeat Group womi
=} SMS Heartbeat Grou )

P Group Details Contacts
=} Email System Group
Add Contacts
-)
SMS System Group User Name Email

-)

Check Email Feature
Mo Contact has been selected, please add a contact.

Figure 42

To add Contacts select Add Contacts and the Add Contacts window appears, see Figure 43 below.
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Add Contacts

Site Name:
Select Site ]
Filter: Filter:
Source List: Destination List:
=
=
==
<
Submit

Figure 43

Select a Site from the Site Name drop-down menu on the dialog box. On initial setup there will only be one
Site available which is created during the installation. See more about creating Sites in section 5.5.1.

The selected Site’s associated contacts will appear in the left window, when the Site contacts/users list is long
the required Contacts can be found by using the Filter. Select the right facing arrow to move the Contact to
the right window. More than one Contact can be moved across. Once you are happy with your selection of
Contacts select the Submit button at the bottom left. This will return you to the Create Email Heartbeat
Group window; select the Update button to save the group.

24.4 SMS Heartbeat Group

You can create the SMS Heartbeat Group which allows multiple users to be allocated to a group. To create
the SMS Heartbeat Group select SMS Heartbeat Group from the menu and the Create SMS Heartbeat
Group window will appear see, Figure 44 below.
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- ) )
=} SMS Alert Global Settings
=» Email Heartbeat Group Sunm
-
SMS Heartbeat Group Group Details Contacts
=» Email System Group
Group:
= SMS System Group
Group Name:
=» Check Email Feature
Figure 44
Step 1
Enter a name for the group in the dialog box next to Group Name.
Step2

Click on the tab marked Contacts and the Contacts dialog box appears, see Figure 45 below.

=} Email Alert Global Setti
mafl Ale obal Setlings Create SMS Heartbeat Group

=} SMS Alert Global Settings

5 it
=» Email Heartbeat Group womi
=} SMS Heartbeat Grou )

P Group Details Contacts
=» Email System Group
Add Contacts
-
SMS System Group User Name SMS

=» Check Email Feature

Mo Contact has been selected, please add a contact.

Figure 45

To add Contacts select the Add Contacts text and the Add Contacts window appears, see Figure 46 below.
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Add Contacts

Site Name:

Select Site v

Filter: Filter:

Source List: Destination List:
>
==
e
-

Submit

Figure 46

Select a Site using the drop down menu on the Site Name dialog box on initial setup there will only be one Site
available which is created during the installation. See more about creating Sites in section 4.5.

The selected Site’s Contacts will appear in the left window, when the Contact list is long the required Contact
can be found by using the Filter. Select the right facing arrow to move the Contact to the right window. More
than one Contact can be moved across. Once you are happy with your selection of Contacts select the
Submit button at the bottom left. This will return you to the Create SMS Heartbeat Group window; select the
Submit button to save the group.

245 Email System Group

You can create the Email System Group. The Email System Group sends email alerts from a predefined list
of system events, these events are:

e Edit

e System Start

e System Stop

e Login Fall

e Hardware Event
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Multiple users can be allocated to the group. To create the Email System Group select Email System Group

from the menu and the Create Email System Group window appears, see Figure 47 below.

=» Email Alert Global Settings - ~
Create Email System Group
=} SMS Alert Global Settings
= Email Heartbeat Group Submt
=} SMS Heartbeat Grou )
P Group Details Contacts
=» Email System Group
Group:
=» SMS System Group
Group Name:
=» Check Email Feature
Email:
Email Subject:
System Events:
L Edit [ Login Fail
O System Start [ Hardware Event
O System Stop
Figure 47
Step 1

Enter a name for the group in the dialog box next to Group Name, next enter a phrase in the dialog box next to

Email Subject. The text entered here will become the subject of the email.

Step 2

Select the parameters from the System Events list that you require notification on.
Step 3

Click on the tab marked Contacts and the Contacts dialog box appears, see Figure 48 below.

=» Email Alert Global Settings

Create Email System Group

=} SMS Alert Global Settings
=» Email Heartbeat Group Sunm
=} SMS Heartbeat Grou )
P Group Details Contacts
=» Email System Group
Add Contacts
-
SMS System Group User Name Email
=» Check Email Feature

Mo Contact has been selected, please add a contact.

Figure 48

To add Contacts select Add Contacts and the Add Contacts Window will appear, see Figure 49 below.
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Add Contacts

Site Name:

Select Site B3

Filter: Filter:

Source List: Destination List:
-
==
==
<

Submit

Figure 49

Select a Site using the drop down menu on the Site Name dialog box on initial setup there will only be one Site
available which is created during the installation. See more about creating Sites in section 4.5.

The selected Site’s contacts will appear in the left window, when the Site contacts list is long the required
Contact can be found by using the Filter. Select the right facing arrow to move the Contact to the right window.
More than one Contact can be moved across. Once you are happy with your selection of Contacts select the
Submit button at the bottom left. This will return you to the Create Email System Group window; select the
Submit button to save the group.

2.4.6 SMS System Group

You can create the SMS System Group, which sends SMS alerts from a predefined list of System Events.
These events are:

o Edit

e System Start

e System Stop

e Login Fall

e Hardware Event
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Multiple users can be allocated to a group. To create an SMS System Group select SMS System Group from
the side menu and the Create SMS System Group window will appear, see Figure 50 below.

- : )
Email Alert Global Setfings Create SMS System Group
=} SMS Alert Global Settings
Submit
=» Email Heartbeat Group
=} SMS Hearibeat Grou
P Group Details Contacts

=» Email System Group

Group:
=» SMS System Group

Group Name:
=» Check Email Feature

System Events:
[JEdit [ Login Fail
O System Start [ Hardware Event

O System Stop

Figure 50
Step 1

Enter a name for the group in the dialog box next to Group Name.

Step 2
Select the parameters from the System Events panel that you require notification on.

Step 3
Click on the Contacts tab and the Contacts dialog box appears. See Figure 51 below.

=» Email Alert Global Settings

Create SMS System Group

=} SMS Alert Global Settings

5 it
=} Email Heartbeat Group uom!
=} SMS Hearibeat Grou )

P Group Details Contacts
=» Email System Group
Add Contacts
-
SMS$ System Group User Name SMS

=» Check Email Feature

Mo Contact has been selected, please add a contact.

Figure 51

To add Contacts select Add Contacts and the Add Contacts window appears. See Figure 52 below.
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Add Contacis

Site Name:

Select Site a

Filter: Filter:

Source List: Destination List:
=
=
==
=

Submit

Figure 52

Select a Site using the drop down menu on the Site Name dialog box. On initial setup there will only be one
Site available which is created during the installation. See more about creating Sites in section 4.5.

The selected Site’s contacts will appear in the left window, when the Site contacts list is long the required
Contact can be found by using the Filter. Select the right facing arrow to move the Contact to the right window.
More than one Contact can be moved across. Once you are happy with your selection of Contacts select the
Submit button at the bottom left. This will return you to the Create SMS System Group window. Select the
Submit button to save the group.

2.4.7 The Check Email Feature

This can be used verify that the settings that have been set up in Email Alert Global Settings (see section
2.4.1) function correctly and that you can receive an email from Notion Lite.

Select Check Email Feature to give the Check Email Feature dialog box, see Figure 53 below.
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Email Alert Global Setti

marAe obal Settings Check Email Feature
SMS Alert Global Settings
Email Heartbeat Group Receiver Email Address :
SMS Heartbeat Group Submit

Email System Group

SMS System Group

[ A A

Check Email Feature

Figure 53

Enter your email address into the Receiver Email Address field then click Submit — you should receive an email
from Notion Pro.

2.5 User Alerts

User Alerts provide automated Alarm notification delivered via Email or SMS or both. (The SMS Module, see
Part 1, section 2.3) is required for SMS Alarms). A user must be a member of an Alert Group in order to
receive messages specified when setting up the System Configuration (Section 2.4).

This section will take you through the use and settings for Email alarms and SMS Alarms. To access the User
Alert settings select User Alerts from the main menu, see Figure 54 below.

Home  View Data  User Aleris Reports

E-mail Alert Group

SMS Alert Group

Figure 54

25.1 Email Alert Group
To access the E-mail Alert Group settings select E-Mail Alert Group from the menu, see Figure 55 below.

Home  View Data  User Alerts Reporis

E-mail Alert Group

SMS Alert Group

Figure 55

After selecting E-mail Alert Group and Create Email Alert Group from the side menu the Create Email Alert
Group window appears, see Figure 56 below.
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- .
Create Email Alert Group Create Email Alert Group

=} Edithiew Email Alert Group

Submit

Group Details Sensors System Contacts External Contacts

Group:

Group Name:

Email Settings:

Email Subject:

Acknowledge Timeout:

Confirm Acknowledge: O
Round Robin Enable: O

Round Robin Timeout:

Email Resat Alarm: O

Alarms:

O High Alarm (Alarm on Cpen for Door Channels) O Elapsed

O High Range O Battery

[ row Range O Digital

[ Low Alarm [] Rate of Change

Figure 56

The window above allows Alert Groups to be created and configured for the automated notification of email
Alarms.

Step 1

Input a Group Name. This can be something that makes sense to the Site in question or something related to
the function. For this example we will call the group, “Service Email” this will be a Group that sends email
Alarms to the Service Engineers.

Step 2

Enter a subiject title for the Email into Email Subject. For this example we will call it “System Alarm on Notion
Pro Site” this would then alert the engineer in the email subject that they were getting an email about an Alarm
condition on that Site.

Step 3

Enter an Acknowledge Timeout. This is the time that the system will wait for an acknowledgement email. This
should be entered in time format like this 12:00:00, this would be a 12 hour delay.

Step 4
Select the tick box next to Confirm Acknowledge if an acknowledgement email is required.
Step 5

Email Alerts can be sent in Round Robin mode. Round Robin mode is when email alerts are sent to the first
name in the list. If there is no response within the time limit the system moves on to the next person in the list
and so on until a response is received, or emails have been sent to everybody in the list. To activate Round
Robin mode select the tick box next to Round Robin Enable.

Step 6

You can select the time period the system waits before sending the next email, this should be entered in the
Round Robin Timeout field in time format like this: 00:15:00. This would be a 15 minute delay.
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Step 7

If required, a reply email can be sent which will reset the alarms. To activate this feature select the tick box next
to Email Reset Alarm.

Step 8

Select the alarm parameters that Email Alerts are required for by clicking in the tick box next to the alarm
condition within the Alarms panel. Multiple selections can be made.

Step 9

Select the Sensors that you require to be included in the Alert Group. Click on the Sensors tab. A new window
will appear, see Figure 57 below.

- .
Create Email Alert Group Create Email Alert Group

=} Edithiew Email Alert Group

Submit
Group Details Sensors System Contacts External Contacts
Add Sensors
Sensor Name Serial No Zone Name

Mo Sensor has been selected, please add a Sensor.

Figure 57

To add sensors click the underlined Add Sensors link. A new window will appear, see Figure 58 below.

Add Sensors

Zone Name:
Select Zone ~]

To select a Sensor first select a Zone from the Zone Fiter Fiter:
Name drop down menu. Souce List: Destination List:

As the Zone is selected the available sensors in that
Zone will populate the left column (Source List).

To select Sensors highlight the ones that you want
to generate email alerts for then click

To deselect Sensors highlight them in the right
column and click

To move all Sensors across click the double arrows.
Once happy with you selection select [Submit.

Figure 58

To add Contacts to the Group select the System Contacts tab, see Figure 59 below.
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- 3
Create Email Alert Group Create Email Alert Group

=} Edit’View Email Alert Group

Submit
Group Details Sensors System Contacts External Contacts
Add Contacts
User Name Email

Mo Contact has been selected, please add a Contact.

Figure 59

Contacts are the people that you want alerting by email when any of the selected sensors are in Alarm. To add
Contacts select Add Contacts. A new window will appear see Figure 60 below for example.

Add Contacts
Filter: Filter:

Source List: Destination List:

Admin User
Nokia
User 3

Submit

Figure 60

=

To select a Contact or Contacts highlight the required Contacts and select , to de-select a Contact highlight
the Contact and select

When happy with the details select Submit.

There is an option to have email Alarms sent to non-Notion Pro Users or External Contacts. See section 2.1.8.

To select External Contacts click the External Contacts tab and follow the procedure above for adding System
Contacts.
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25.2 SMS Alert Group
To access the SMS Alert Group settings select SMS Alert Group from the menu, see Figure 61 below.

Home  View Data  User Alerts Reports

E-mail Alert Group

SMS Alert Group

Figure 61
After selecting SMS Alert Group the Create SMS Alert Group window appears, see Figure 62 below.

=» Create SMS Alert Group

Create SMS Alert Group

=} Edit"View SMS Alert Group

Submit
=) Set SMS Times Lome

Group Details Sensors System Contacts External Contacts

Group:

Group Name:

SMS Settings:

SMS Site Name: Pendle House
Acknowledge Timeout:

Confirm Acknowledge: O

Round Robin Enable: O

Round Robin Timeout:

SMS Reset Alarm: O

Maximum Round Robins:

Alarms:

O High Alarm (Alarm on Open for Door Channels) O Elapsed

O High Range O Battery

CLow Range O Digital

[ Low Alarm [ rate of Change

User Defined SMS Message for Channel Alarms:

Enable: []

Figure 62

The window above allows SMS Alert User Groups to be created and configured for the automated notification
of SMS Alarms. Note that you will also need to check that the SMS Global Settings (see section 2.4.2) are
correct.
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Step 1

Input a Group Name. This can be something that makes sense to the Site in question or something related to
the function. For, example we could call the group, “Service SMS”. This will be a group that sends SMS
Alarms to the Service Engineers.

Step 2

Enter an Acknowledge Timeout. This is the time that the system will wait for an acknowledgement message
before re-sending the message. This should be entered in time format like this: 00:10:00. This would be a 10
minute delay.

Step 3
Select the tick box next to Confirm Acknowledge if an acknowledgement SMS message is required.
Step 4

SMS Alerts can be sent in Round Robin mode. Round Robin mode is when SMS Alerts are sent to the first
name in the list. If there is no response within the time limit the system moves on to the next person in the list
and so on until a response is received. To activate Round Robin mode select the tick box next to Round Robin
Enable.

Step 5

You can select the time period the system waits before sending the next message, this should be entered in
time format like this: 00:15:00. This would be a 15 minute delay.

Step 6

If you require, a Reply SMS can be sent which will reset the Alarms. To activate this feature select the tick box
next to SMS Reset Alarm.

Step 7

The number of times the system will go around the Round Robin loop can be limited. To activate this feature
enter the number of times the system should go round the loop in the Maximum Round Robins field.

Step 8

Select the Alarm parameters that Email Alerts are required for by clicking in the tick box next to the Alarm
condition within the Alarms panel. Multiple selections can be made.

Step 9

For Channel Alarms, you may define your own text message, (this can be used to trigger events on a 3“"-party
system with SMS receive capability).

To set-up the required message select Enable and enter the required text in the text box. See Figure 63 below.

User Defined SM3 Message for Channel Alarms:
Enable: [¥

Set Qutput 1|

Figure 63
Step 10

Select the Sensors that you require to be included in the Alert Group. To select sensors click on the Sensors
tab. A new window will appear, see Figure 64 below.
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=» Create SMS Alert Group

Create SMS Alert Group

=} Edit"View SMS Alert Group

Submit
=} Set SMS Times
Group Details Sensors System Contacts External Contacts
Add Sensors
Sensor Name Serial No Zone Name

Mo Sensor has been selected, please add a Sensor.

Figure 64

To add sensors click the Add Sensors link, a new window will appear, see Figure 65 below.

To select a Sensor first select a Zone from the drop

down menu.

Zone Name:

e ~ o As the Zone is selected the available Sensors will
i - populate the left column (Source List).

Source List: Destination List:

To select sensors highlight the ones that you want to
generate email alerts for then click

To deselect Sensors highlight them in the right
column and then click

To move all Sensors across click the double arrows.

Once happy with you selection select [Submit.
See Figure 66 below for example.

Submit

Figure 65
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Zone Name:

Stores [+]

Filter: Filter:

Source List: Destination List:

Office 1 10 01 Entry Hall and Door 50 02
Airflow 1 Stores B and Door 50 05

Stores A 50 17

Stores C Stores D 50 16
Waorkstation 1 50 03
fred

==

e

Submnit

Figure 66

To add Contacts to the Group select the System Contacts tab. A new window will appear, see Figure 67
below.
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Create SM3S Alert Group

Submit
Group Details Sensors System Contacts External Contacts
Add Contacts
User Name SMS

Mo Contact has been selected, please add a contact.

Figure 67

Contacts are the people that you want alerting by email when any of the selected Sensors are in Alarm. To
add Contacts select Add Contacts. A new window will appear see Figure 68 below.

Add Contacts
Filter: Filter:

Source List: Destination List:

Admin User
Nokia
User3

Figure 68
To select a Contact or Contacts highlight the required Contacts and select | ~ |, to de-select a Contact highlight
the Contact and click . When happy with the details select Submit.

There is an option to have email Alarms sent to non-Notion Pro Users or External Contacts. To add External
Contacts to the system see section 2.1.8.

To select External Contacts follow the procedure above for adding System Contacts.
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25.2.1 Set SMS Times

You can set times of day within which SMS messages can be sent. Select Set SMS Times to give the Set SMS
Times dialogue box. See Figure 69 below.

=} Creatz SMS Alert Group

Select SMS Group Name: Select Qption ]
=} EditVizw SMS Alent Group
Submit
=} Set ZMS Times
Monday
Start Time:  00:00:00 End Teme: 23:52:59
O Start Time: End Time:
Tuesday
=i Start Time: |10:00:00 End Teme: | 23:58:59
O Start Time: End Time:
Wednesday
Start Time:  00:00:00 End Teme: 23:52:59
O Start Time: End Time:
Thursday
Start Time: | 10:00:00 End Teme: 23:58:59
O Start Time: End Time:
Friday
Start Time: | 00:00:00 End Teme:  23:58:38
O Start Time: End Time:
Saturday
=il Start Time: |10:00:00 End Teme:  23:58:59
O Start Time: End Time:
Sunday
Start Time:  00:00:00 End Teme: 23:52:59
O Start Time: End Time:
Subrnit
Figure 69

Select the required SMS Alert Group from the Select SMS Group Name pull-down menu.

For each day of the week, select the required Start and End times for SMS messaging. If necessary, two Start
and End time periods can be set within a single 24-hour period.

Enter Start and End times as required, then click Submit.
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2.6 Site Management

Sites are the main access points to the system data, each Site represents a single physical Site where
receiving devices such as Network Receivers are located along with measuring Sensors/Transmitters.

Sites can also have Sub Sites associated with the main top level Site. A Sub Site is used where it is desirable
to sub-divide a main Site, for example when there are large numbers of sensors on a Site or many
departments. Sub Sites could also be floors in a building or departments.

Available Sites

Site Name Alarm Status Action
Motion Pro Dema m 2 [ View Data ][ User Alerts | [ Reports ] [ Logs ]
IMC Group Ltd M 2 [ Sub-Site ]

Figure 70

When Sub Sites are used the View Data, User Alerts, Reports and Logs are not available from the top level
Site. These functions are now available from the Sub Sites. See below for details of viewing Site data from the
Available Sites dialogue box.

2.6.1 Creating Sites

Admin  Seftings  Help Select Admin>Sites from the drop down menu to access the Sites section.

After selecting Sites a new window appears (see Figure 72 below).
User Management

User Group Management

Device Configuration

System Configuration

Sites

Access Control

Figure 71

Site Name:

Location:

Address:

Post Code:

Time Zone Select Option

Add Site
Figure 72
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To add a Site complete the following:

e Site Name: Enter a name for the Site. For example, this could be the name of the company.
e Location: Enter the location. For example, this could be the town or city. (not mandatory)

e Address: This would be the Site address. (not mandatory)

e Post Code: This would be the Site post code. (not mandatory)

e Time Zone: Set this to the time zone of the Site. (The value displayed by default is the time zone of
the host PC. It is important to set this correctly, as dates in the database are stored using GMT.)

When all details have been entered and are correct, click Add Site.

2.6.2 Viewing Sites

To View Sites select Edit/View Sites from the side menu. The Available Sites window appears. See Figure
73 below.

- ;
Add New Site Available Sites

= EditView Sites

Delete Site

O Site Name Activate Alarms Actions

O Motion Pro Demo v [ Edit ][ View Sub Sites ] [ Delete ] [ Add Sub Site ]

O IMC Group Ltd v [ Edit ][ View Sub Sites ] [ Delete ] [ Add Sub Site ]
Figure 73

Note: The Available Sites dialogue box here is for editing Sites and Sub Sites and is not same as the Available
Sites dialogue box available from the System Overview selection.

2.6.3 Editing Sites

To edit a Site select Edit on the line corresponding to the Site you wish to edit. The Edit Site window appears,
see Figure 74 below.

o e R

= EditView Sites

Site Name: IMC Factory

Location:

Address:

Post Code:

Time Zone (UTC) Dublin, Edinburgh, Lisbon, London

Update

Figure 74

All Site details can be edited in this window. When all details are correct select Update to save details.

2.6.4 Adding Sub Sites

To add Sub Sites select Add Sub Site on the line corresponding to the Site you wish to add Sub Sites to. The
Add Sub Site window appears, see Figure 75 below.
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=} Add New Site Add Sub Site

=} EditiView Sites

Site Name:

Sub Site Name:

Location: Letchworth Garden City
Address: 8-9 Jubilee Road, Letchworth, Hertfordshire
Post Code: 5G6 15P
Time Zone (UTC) Dublin, Edinburgh, Lisbon, London ﬂ
Add Sub Site
Figure 75

Enter a name for the Sub Site into the Sub Site Name field. When all details are correct select Add Sub Site to
save the details and add the Sub Site. To return to the main Sites menu select Edit/View Sites from the side
menu.

2.6.5 Deleting Sites

To delete a Site you must first delete all Sub Sites if any exist. To check this select Edit/View Sub Sites, see
section 2.6.2. If Sub Sites exist select Delete to delete the Sub Site, see Figure 76 below.

o .
Add New Site Available Sites

= EditView Sites

Delete Site

O Site Name Activate Alarms Actions

O Motion Pro Demo v [ Edit ][ View Sub Sites ] [ Delete ] [ Add Sub Site ]
O IMC Group Ltd v [ Edit ][ View Sub Sites ] [ Delete ] [ Add Sub Site ]

Figure 76

When you are happy that you are deleting the correct Sub Site click Delete and confirm the deletion, see
Figure 77 below.

This will delete the selected record, are you sure?

MO YES

Figure 77

=} Add New Site

Available Sub Sites of - Test

= Edit/View Sites

Record deleted successfully.

Figure 78

After deleting all Sub Sites the main site can now be deleted. To delete the required Site select Delete against
the Site to be deleted.

When you are happy that you are deleting the correct Site select YES, see Figure 79 below.
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This will delete the selected record, are you sure?

MO YES

Figure 79

2.6.6 Viewing Sub Sites

To View a Sub Site select View Sub Sites on the line corresponding to the Site you wish to view Sub Sites for.
The Available Sub Sites of window appears, see Figure 80 below.

=»  Add New Site

Available Sub Sites of ©. IMC Group Ltd

= Edit/View Sites

Delete Site
O Site Name Activate Alarms Actions &
[  Pendle House v [ Edit ] [ Delete ]

Figure 80

To Edit the Sub Site select Edit. Address details and images can be changed or added. When happy with any
changes select Update.

2.7 Device Configuration

Warning: Changing settings in this section will impact on system function, please proceed with caution. If in
doubt please contact your local supplier or IMC Support.

This section is where Notion Pro Hardware Devices are setup and configured.

Select Admin>Device Configuration from the drop down menu to access

B Sctngs  Help the Device Configuration section.

After selecting Device Configuration a new window appears (see Figure 82

User Management
below).

User Group Management

Device Configuration

System Configuration

Sites

Access Control

Figure 81
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DE Logger Service

L

Database Logger Service Details

= Edit'View DB Service

=» Add Device Listening Port Name:
= EditView Devices Listening Port No:
=} Create Device Group Add Details

= Edit’View Device Groups

=» Device Sensor List

= Add Alarm Unit Sensors

L

EditView Alarm Unit Sensors

Figure 82

2.7.1 Setting up the Database Logger Service

The DB Logger Service is the Service that passes data to the SQL database. The Listening Port Name and
the Listening Port No are set automatically during installation. There is an option to change this information
during installation but it is highly recommended that the default values are used. If there is a port conflict this
should be noted on the Notion Pro Pre-Requisites Manual (doc. no. IM5546)

2.7.2 Edit/View DB Service

To Edit the Listening Port No select Edit/View DB Service from the menu. A new window View DB Logger
Service Details will appear, see Figure 83 below.

View DB Logger Service Details

Delete Record

O Listening Port Name Listening Port No Actions
O Base Unit Service Port 10997 [ Edit] [ Delete ]
Figure 83

It is possible at some time in the future that a new piece of software could be added to the server which causes
a Port conflict. IMC would recommend that the new item be given a different Port number. If this is not possible
then a new Port number can be allocated to the relevant Notion Pro Service.

To Edit the Port number select Edit in the line corresponding to the Service you wish to change the Port
number a new window Database Logger Service Details will appear, see Figure 84 below.

Database Logger Service Details

Listening Port Name: Base Unit Service Port

Listening Port No: 10997

Update Details

Figure 84

You will need to contact your IT department or IT service provider to get a new Port number. Once you have
the new Port number enter it into the dialog box next to Listening Port No. Once you are happy with the
details select Update Details.

Warning: The Data Services will need to be re-started after changes are made; and all Receiver Units ,
Alarm Units and SMS Units will need to be reconfigured.
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2.7.3 Adding Devices

This section describes the addition of wireless receiving devices to Notion Pro. To add Devices to Notion Pro
select Add Device from the side menu. The Control Device Details window appears, see Figure 85 below.

Control Device Details

Control Device Name:

Device Type: Select Device Type ﬂ
Device Serial No:

IP Address:

Port No:

Elapsed Connection Alert (Hrs):

Installation Site: Select Installation Site [~
Installation Sub-Site Select Installation Sub-Site ﬂ
Add Device
Figure 85

Control Device Name:

This should to be related to Site and location to identify the Device this should be a unique name across all
sites. Example: Network Receiver First Floor Building One. Enter required text into dialog box next to
Control Device Name.

Device Type:

The Device Type is selected from a pre-defined list; select the Device Type from the drop down menu. There is
a label on the back of all Receiving Devices that states the Device Type.

Device Serial No:
This can be found on a label on the back of the device.
Elapsed Connection Alert

An Alert is generated if the specified time period elapses without the selected device connecting to the IMC
Remote Data service. An entry is recorded in the Activity Log (see section 7.1) and the icon in the Available

i
Sites dialogue box (see Figure 70) changes to red ( hed ). If the Email System Group and/or the SMS System
Group has Hardware Event selected, then an Email and/or SMS will be sent.

Installation Site:

The Installation Site can be selected from the drop-down menu. This list is automatically populated with Site
names added in the Sites section (2.6.1). Select the Site name for the Site that you are adding the Device to.

Installation Sub-Site:

The Installation Sub-Site can be selected from the drop down menu. This list is automatically populated with
Sub Site names added in the Sites section see 2.5. Select the Sub Site name for the Site to which you are
adding the Device.
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2.7.4 Edit/View Devices
Select the items to Edit when happy with the changes select Update Details.

2.7.5 Create Device Groups

Base Units can receive data from a maximum of 200 transmitters; on systems with more than 200 transmitters,
Device Groups enable specific sensors to be assigned to a Base Unit, or group of Base Units.

On systems with fewer than 200 transmitters, all sensors are available to be received by all Base units.
However, Base Units still need to be a member of a Device Group.

If you are going to fewer than 200 transmitters and all your Base Units are in a single location such as a
warehouse or a laboratory, then it is probably best to group all your Base Units in a single group.

If you are going to exceed 200 transmitters then you will need to use multiple Device Groups; also if you have
Base Units at separate physical locations, then using separate Device Groups can help you manage your
system.

To add a Device Group select Create Device Groups from the menu. A new window Create Device Group
will appear, see Figure 86 below.

Create Device Group

Group Name:

Device Type: Notion Base v

Non-Members Members

=

=<

Add Members

Figure 86
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The Group Name should be a name that easily identifies a Device Group, a Group that contains one or more
Receiving Devices. Every receiving device must be in a Device Group, see examples below.

The Device Type is selected from a drop down menu. Select the Device Type that corresponds to your Device.
The name of the device type is clearly printed on the front of your device (Base Unit).

Available Devices will be listed in the left column, to select a Device highlight it then click the double right
arrows to move it across to the right column.

Once you are happy that the details are correct select Add Members.

2.7.6 Edit/View Device Groups

To Edit/View Device Groups select Edit/View Device Groups from the menu to give the View Device
Groups window, see Figure 87 below.

=>» EditView DB Service

= Add Device Delete Groups

=} Edit’View Devices O Group Name Members Actions

=>» Create Device Group O Motion Pro group Base 1, Base 2 [Edit][ Delete ]
-

Edit/View Device Groups

Figure 87

To Edit a Device Group select Edit in the line corresponding to the Group Name that you wish to Edit, a new
window called Edit Device Group will appear, see Figure 88 below.
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Edit Device Group

Group Name: NMotion Pro group

Device Type: Notion Base v
Non-Members Members
Base 1
Base 2
==
<<
Update
Figure 88

To remove Devices from the Group highlight them in the right hand column then select " | The double left

arrows will de-select them and move them to the left column. You cannot de-select all Devices from a Group a
Group always has to have at least one Device. If you need to de-select all the Devices then Delete the Group.
This can be done by selecting Delete in the previous step, see Figure 87.

2.7.7 Device Sensor Lists
Note: For systems with less than 200 sensors, Device Sensor Lists have no effect.
These list all the sensors associated with a Device Group. The signal from a given sensor can be received by

more than one Base Unit (Network Receiver, see Part 1, section 2.1). You can select a particular sensor
instance (for example, the one with the highest signal strength) and assign it to the associated Device Group.
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To display a Control Device Sensor List select Device Sensor List from the menu on the left to give the
Control Device Sensor List window, see Figure 89 below.

=} DB Logger Service

. : - <
= EditView DB Senvice Site Name Nation Pro Demg
Sub Site Name: Select Name v
=3 Add Device
Control Device Group: Select Name
= Edit\view Devices
=} Create Device Group Search
=} Edit\View Device Groups
=> Device Sensor List Control Device Sensor List
= Add Alarm Unit Sensors
O Serial No Sensor Name Signal Strength Device Name Device Group Name
=3 Edit’View Alarm Unit Sensors
(| 50-00-00-02 48-2 100 Base 2 Notion Pro group
M 00-00-01-06 Dual Ext thermistor -21 40000010 LongTermTest
Wl 00-00-02-01 Dual Thermocouple -04 40000010 LongTermTest
Internal/External
] 00-00-01-05 -88 40000010 LongTermTest
thermistor
O 50-00-00-14 Kingsclere 5-14 &0 Base 2 MNotion Pro group
Kingsclere Fridge 50
O 50-00-00-04 53 Base 2 Maotion Pro group
04
(| 50-00-00-17 Stores A 50 17 &1 Base 2 Notion Pro group
Stores C Stores D 50
O 50-00-00-16 54 Base 2 Motion Pro group
16
Assign Remave
Figure 89

Note: You cannot create (or delete or edit) a Control Device Sensor List. These are created by Notion Pro as
sensors are added to the System.

Select the Site of interest from the ‘Site Name’ list. You must select a Site. Select the Sub Site of interest from
the ‘Sub Site Name' list, and the Control Device Group of interest from the ‘Control Device Group’ list. It is not
necessary to specify a Sub Site or a Control Device Group, in this case a list of sensors for all Sub Sites and
Device Groups will be generated (as in the example in Figure 89 above). Click Search to generate the list.

To assign a sensor to its associated Device Group, select the tick box on the left side of the table,

then click Assign . The list will be redisplayed with assigned sensors highlighted. (In Figure 89 above, three
sensors have already been assigned to the ‘LongTermTest’ Device Group.

To remove a sensor from its associated Device Group, select the tick box on the left side of the table for the
sensors you wish to remove, then click Remove. The list will be redisplayed with assigned sensors highlighted.
(In Figure 89 above, three sensors have already been assigned to the ‘LongTermTest’ Device Group).

As another example, Figure 90 below shows a case where signals from two sensors (05-09-00-62 and 05-09-
00-46) are each being received by two Network Receivers. The user has selected the two sensors with the
highest signal strengths to link to a Device Group.
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=} DB Logger Senvice

Site Name:
=» Edit\iew DB Service

Sub Site Name:
=} Add Device

Control Device Group: SelectMame

=} Edit\iew Devices

Search
= Create Device Group

= Edit’View Device Groups

Pendle House

=} Device Sensor List Control Dey sensor List

H N =

= Add Alarm Unit Sensors

— Serial No

=» Edit\View Alarm Unit Sensors

[l 06-09-00-59

Il 05-09-00-62

[l 05-09-00-62

¥ 05-09-00-46

i 05-09-00-46

Assign Remove

2.7.8 Adding Alarm Unit Sensors

Sensor Name Signal Strength
Archives +Flood 20
Metwark, Rack 60
MNetwaork, Rack 10
Semver Rack 50
Server Rack 20
Figure 90

Device Hame

Motion base1

Motion basel

Maotion Base 2

Motion Base 2

Motion basel

Device Group Name
Motion Base Group

1

Motion Base Group

1

Motion Base Group

2

Motion Base Group

2

Motion Base Group

1

This facility supports the operation of the Notion Alarm Unit (the ARB Module, see Part 1, section 2.4) and
enables you to associate sensors with the unit. Select Add Alarm Unit Sensors from the side menu, see

Figure 91 below.

-
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=» DB er Senvice
Loag Add Alarm Unit Sensors

= Edit"iew DB Senice

=} Add Device Site Mame: Select Name [~]
=} Edit\iew Devices Sub Site Name: | Select Name
=3 Creata Device Group Zone Mame: Select Mame El
=} EditView Device Groups Alam Unit Mame:  Select Name ]
= Device Sensor List
Non-Members Members

=% Add Alarm Unit Sensors

=} EditView Alarm Unit Sensors

==

<=

Add Members

Figure 91
Site Name
Select the Site which contains the Alarm Unit of interest from the pull-down list.
Sub Site Name
Select the Sub Site (if present) which contains the Alarm Unit of interest from the pull-down list.
Zone Name
Select the Zone which contains the Alarm Unit of interest from the pull-down list.
Alarm Unit Name

Select the Alarm Unit of interest (previously created using the Add Device facility described at section 2.7.3).
The Add Alarm Unit Sensors dialog box changes to show a list of the sensors which can be associated with
the Alarm Unit. See Figure 92 below for example.
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Add Alarm Unit Sensors

Site Mame: IMC Factory
Sub Site Name: | Select Mame
Zone Name: Development Test Sensors

Alarm Unit Mame: Alarm Unit 1

K E K

Non-Members Members

Dual 0-10 205

Dual 0-1% 109

Dual 0-5% 204

Dual 4 - 20mA. 208
Dual Ext Therm 104
Dual Thermocouple 201
Ext Therm 104

Int and Ext therm 105
RHT 108

Single Int Therm 0103
Single PT100 107
Them Door 203
Thermocouple 202

==

Add Members

Figure 92

To associate sensors with the Alarm Unit select the required sensors from the Non-Members list then select

-

to move the selected sensors to the Members list. Click Add Members to move the selected sensors to

the Members list. The View Alarm Unit Sensors dialogue box will appear to show the sensors which have
been associated with the Alarm Unit. See Figure 93 below for example.
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Wiew Alarm Unit Sensors

Delete Record

O Alarm Units Sensors Actions

Dual 0-10 V' 205, Dual 0-1\ 109, Dual 0-5% 204, Dual 4 -
| Alarm Unit 1 [ Edit ] [ Delete ]
20ma 209, Dual Ext Therm 106, Dual Thermocouple 201

Figure 93

2.7.9 Editing/Viewing Alarm Unit Sensors
To edit or view associated Alarm Unit sensors select Edit/View Alarm Unit Sensors from the menu to give the
View Alarm Unit Sensors window, see Figure 93 above for example.

To the list of sensors associated with a given Alarm Unit, select Edit in the line corresponding to the Sensor list
that you wish to Edit. A new window called Edit Alarm Unit Sensors will appear, see Figure 94 below.
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Edit Alarm Unit Sensors

Site Name: MC Factor,
Sub Site Name:  Select Name
Zone Name: Select Name
Alarmn Unit Name:  Alarm Unit 1
Non-Members Members

Dual 0-10V 205
Dual 0-1v 109
Dual 0-5v 204

Dual 4 - 20mA 200
Dual Ext Therm 106
Dual Thermocouple 201

Update

Figure 94

To remove sensors from the list highlight them in the left hand column then select | <= | . The double left

arrows will de-select the selected sensor(s) and move them to the left column. Having de-selected the required
sensors click Update to update the list.
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3 Setting Up the Sensor Model

During the Notion Pro installation process a default Site will have been created. You can Edit the details for the
default Site, see section 2.6. The first time you run Notion Pro the System Overview screen will look
something like Figure 95 below.

Welcome: Admin User

n O-tl g) n pFO ’ | Alarms unacknowledged: 0 .{\

Alarms awaiting reset: 0

System Overview Sensor Groups Admin  Settings Help

Available Sites
Site Name Alarm Status Action
IMC Group Ltd M y [ View Data | [ User Aleris ] [ Reporis ] [ Logs |
Figure 95

Before you can start monitoring temperature, humidity and other data you will need to add some sensors to
Notion Pro.

Each main Site can have any number of Sub Sites. Sensors added to a Site can be sub-divided into Zones.
Zones are viewed in a familiar Windows-style tree, see Figure 96 below.

Zones allow large systems to be sub-divided into logical groups of
o[ Stores sensors.
.. ) Office 1

) Entry Hall and Door Zones can also be used when granting viewing Privileges. When a

‘: Airflow 1 Site contains many sensors, just granting Privileges for a whole

“: Stores A Site could still lead to a single User being overloaded with data that

@) Stores B and Door doesn't relate to that User. Zones can be allocated to Users as well
as Sites.

‘: Stores C Stores D

‘: Workstation 1
‘: Kingsclere Fridge Individual sensors can’t. be _allpcated in Privileges only Sites and
Zones. There is no practical limit to the number of Zones that can be

Kingsclere 12 L.
‘: g _ added to the system. To allocate an individual sensor to a User add
Main Processing Area a Zone for that sensor.

“: Tank Depth

‘: Tank Temperature
“: Fridge 1

. Fridge 2

EEI-"E Goods Out

2 e B < B < 2 2 2

Figure 96
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3.1 Adding Zones

Zones are used to logically group sensors, this could be all sensors of the same type or all the sensors in a
particular area. For example a Zone could be called RH&T Sensors which contains all the humidity and
temperature sensors, or First Floor Sensors which contains sensors of different types but which are all on the
first floor.

During installation a default Site is created. This Site contains one empty Zone called Zonel.

An example of a Zone which has had Sensors added and which has live data coming through is shown in
Figure 97:

Sensor Name Data Alarm Live Data 1 Live Data 2 Door Alarm Battery Level
@ =& =
Entry Hall and Door 50 02 w M — .
@ o« =
@ =
Stores B and Door 50 05 W .\_/\ — .
Stores C Stores D 50 16 m ~ 2513¢
Workstation 1 50 03 m M —

Figure 97

Figure 97 is for the ‘Stores’ Zone. Notice that the ‘column headers’ are just the same as in Figure 98. See
Section 4 for full details of the Live Data viewing facilities in Notion Pro.

To Edit and add Zones select View Data from the System Overview display for the Site of interest then View
Data>Edit Mode from the main menu bar, see Figure 102 below.

A new window will appear. This window will, as we add Zones and sensors become the main data viewing and
access window, see Figure 98 below (for the default Zone, Zonel).

Sensor Name Data Alarm Live Data 1 Live Data 2 Door Alarm Battery Level

No Senscrs available, please add a Senser from Edit Mode

Figure 98

To add a new Zone select Add Zone from the main View Data menu, see Figure 99 below.
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Home  ViewData  UserAlerts  Reports Logs

Live View

=& Plan View Add Zone
Es  Edit Mode
[+ Site Name:
ER  Add Zone
Zone Name:
[
B8 Global Settings
[+ Add Zone Car
GBI Global Units
-
-

Decimal Places

Default View

Figure 99

A new window will appear, see Figure 100 below.

E Room RH + T Sensors
Add Zone

Site Name: Pendle House

Zone MName:

Add Zone Cancel

Figure 100

To add a new Zone, enter a name into the Zone Name field. For this example we will call the Zone Outdoor
Sensors. When happy select Add Zone. You will now see that another Zone has appeared in the tree, see
Figure 101 below.

....... [ Room RH +T Sensors
Room RH + T Sensors
.| Outdoor Sensorst

Delete Zone Edit Zone Add Sensor to Zone Copy Sensor

O Sensor Name Type Serial No Actions

Please Add a Sensor.

Figure 101

311 Editing Zones

Edit Mode is only available if you have the correct access Permissions. If you do not have the required access
permissions you will see the following message:

Access Denied. You are not authorised to perform this task, please contact your System Administrator.
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Live View

Plan View

* Edit Mode
% Delete Zone
3 Add Zone
x Sensor
i Global Settings -
+ Office 1
= Global Units — Entry H
- O
ot Decimal Places O Airflow
N Stores /

Default View
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Figure 102

After selecting Edit Mode the Sensor and Zone editing/configuration window appears, see Figure 103 below.

Zonel
[[ Zonel

Edit Zone Add Sensor to Zone Copy Sensor

O Sensor Name Type Serial No Actions

Please Add a Sensor.
Figure 103
To Edit the Zone select Edit Zone. the Edit Zone window will appear, see Figure 104 below.

[ Zonet
Edit Zone

Site Name:

Zone Name: Zone1
Update Cancel

Figure 104

Select a name for the Zone that will make it easy to identify either the type of sensors in the Zone or the
location of the Zone. In this example we are changing the Zonel name to ‘Room RH + T Sensors’. Enter the
name into the Zone Name field, once happy select Update, see Figure 105 below.

E Room RH + T Sensors
Room RH + T Sensors

Edit Zone Add Sensor to Zone Copy Sensor

O Sensor Name Type Serial No Actions

Please Add a Sensor.

Figure 105
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3.1.2 Deleting Zones

To delete a Zone select the tick box next to the Zone that you want to delete then select Delete Zone. You
cannot delete a Zone with Sensors still in the Zone, see Figure 106 below.

Room RH + T Sensors

o Please delete all the sensors on this Zone first.

Delete Zone Edit Zone Add Senser to Zone Copy Sensor Delete Sensor
O Sensor Name Type Serial No Actions
O Test C 50-00-02-08 [ Edit] [Delete ]
Figure 106

Delete all sensors in the Zone then repeat the steps above to delete the Zone.
3.2 Adding Sensors

Now that we have added some Zones we can now add some Sensors. Before adding Sensors you need to
select the Zone that you wish to add Sensors to. To add Sensors select View Data>Edit Mode, then select
Add Sensor to Zone. A new window called [NelsBS{lgile]; will appear, see Figure 107 below.

i Room RH + T Sensors
& Add Sensor
@[ Qutdoor Sensors

Sensor Name:

Family Type: Select Family Type
Sensor Type: Select Sensor Type
Hardware Serial No:

Control Device Group: Select Control Device Group

Add Sensor Cancel

Figure 107

You will notice that the Room RH + T Sensors Zone is highlighted (because it is at the top of the list). This is
the Zone that the new Sensor will be added to. If you wish to add a sensor to another Zone, simply click on the
Zone name.

Sensor Name:

Here you can type a name for the Sensor that means something in relation to either the type of measurement
that the Sensor is making or the location, for example, Room 1 RH/T.

Family Type:
The ‘family’ for the sensor you are adding. Select from iSense, Notion or Legacy / Scout.
Sensor Type:

Select the type of Sensor you are adding from the drop down menu, a detailed list explaining all the Sensor
types can be found on our website at http://www.the-imcgroup.com/notionpro.

For this example we will add a temperature sensor, the standard temperature and humidity sensor can be
found in the list as Notion Temperature/RH.

Hardware Serial No:

This is the transmitter serial number and can be found on the back of the transmitter, for example: 50-00-02-08.
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Note: if the sensor has already been added, you would get an error message, as shown in below:

This value already taken

Figure 108

Control Device Group:

The Control Device Group contains wireless receiving devices that will receive the data from the transmitters.
The Control Device Group is selected from the drop down menu, select the Group that corresponds to the Site
and is compatible with the wireless transmitters used at that Site. For more details see section 2.7.3. For this
example, we are going to select Notion Pro Group.

Once you are happy with the details select Add Sensor. You will now see that the Zone icon has a [+ symbol to
the left of the icon and that the sensor we have just created has appeared in the table on the right hand side of
the screen. See Figure 109 below.

0 |I Room RH + T Sensors
Room RH + T Sensors
|I Outdoor Sensors

Delete Zone Edit Zone Add Sensor to Zone Copy Sensor Delete Sensor
O Sensor Name Type Serial No Actions
O Room 1 RHIT C. %RH 50-00-02-08 [Edit] [Delete ]
Figure 109

You can add more sensors by repeating the steps above. When adding more sensors additional Zones can
also be added and additional sensors added to those Zones. Sensors can be edited or deleted by selecting
either Edit or Delete in the line corresponding to the sensor to be edited or deleted.

3.21 Copying Sensors

Sensors can be copied from on Zone to another. There are cases where you may want to have the same
sensor duplicated in different Zones.

Example 1

When a site has an outdoor sensor it is desirable to have this sensor available in every Zone. The data from an
outdoor sensor can be compared with sensor data from individual rooms to see if the conditions inside are
being driven by the conditions outside. This is a good indicator of how well HYAC systems (Heating, Ventilating
and Air Conditioning) are performing.

Example 2

Rooms that have many enclosed spaces such as fridges in a hospital or display cases in a museum can benefit
from being able to compare sensor data. A gallery with 20 display cases all with RH/T sensors could be
compared with an RH/T sensor placed in the open gallery. By comparing the data you can see if the conditions
outside are driving the conditions inside the cases.

To copy sensors, highlight in the Zones list the Zone that you want to copy sensors to then select Copy Sensor
from the Zone dialog box. The Copy Sensors to window appears, see Figure 110 below. You will notice that
the name of the Zone that the sensors are going to be copied to forms part of the window name.
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Copy Sensors to Room RH + T Sensors

Zone Name (Copy from):

Select Zone v
Filter: Filter:
Source List: Destination List:
=
==
e
=
Submit
Figure 110

Select the Zone that you want to copy the sensor/s from. The names of the available sensors in that Zone will

appear in the left column. Highlight the sensor/s you wish to copy then click .~ |. This will move the highlighted

sensor/s to the column on the right. When happy with the details select Submit. To copy all the sensors click
=

3.2.2 Deleting Sensors
There are three methods to delete Sensors:

e Select the tick box to the left of the sensor names that you want to delete on the Zone dialog box then select
Delete Sensor from the top menu. This will delete all highlighted sensors.

e Select Delete in the row corresponding to the sensor you wish to delete. This will delete only that sensor.

e To delete all sensors in the table, select the tick box on the left of the title row (next to Sensor Name), then
click Delete Sensor.

Warning: Deleting Sensors cannot be undone.
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3.3 Configuring Sensors

This section takes you through the configuration of the Sensor properties which include General Settings,
Scale, Alarms and Filters.

3.3.1 Accessing Sensor Properties

To access Sensor properties highlight the Zone name that contains the Sensor that is to be edited, see Figure
111 below.

E Room RH + T Sensors

Figure 111

To see the available Sensors click on the + symbol next to the highlighted Zone. The selected branch will
expand showing all the available sensors, see Figure 112 below.

= |I Room RH + T Sensors
@ @) Room 1 RHIT
@ @) Room 2 RH/T
w @) Room 3 RHIT
|I Outdoor Sensors

Figure 112

To view the properties of the Sensor that is to be edited click on the + symbol next to the Sensor name. This
will expand the branch again, see Figure 113 below.
= |I Room RH + T Sensors
w @) Room 1 RHIT
B .;‘ Room 2 RHIT
e B Properties
@ @) Room 3 RHIT
|I Outdoor Sensors

Figure 113
To access the individual Sensor properties click on the + symbol next to properties this will expand the branch
again, see Figure 114 below.
EIE Room RH + T Sensors

‘1 Room 1 RHIT
Elﬂ Room 2 RHIT
E| P Properties

... ) Room 3 RHIT
EEI----E Outdoor Sensors

Figure 114
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3.3.2 General Properties

To edit the General Sensor Properties click on General. This opens the General Information window, see
Figure 115 below.

[, Room RH +T Sensors ]
: , General Information
G Room 1 RHIT

EG Room 2 RHIT
- (- FProperties Station Name: Room 2 RHIT
...\ General
. ’,\Scale Family Type:
B Alarms
; Filters Sensor Serial No: 50-00-02-09
- @) Room 3 RHIT Units:
E]----E Qutdoor Sensors
Sensor Out of Service: () Yes (@ No
Location:
Update
Figure 115

Station Name:

The Station Name can be changed, be aware that changing the name may be confusing for other Users as the
Station Name normally relates to the physical location of the Sensor. Changing the Station Name no longer
starts a new data file.

Family Type:

Notion.

Sensor Serial No:

This is set when the Sensor is added to the system.
Units:

This is the units for each of the channels for the Sensor. These cannot be changed here (but see Section 4.7)
as they are set by the Sensor install.

Sensor Out of Service:

This feature allows you to temporally take a sensor out of service. This is useful if the Sensor is measuring
something that is turned off for a period and monitoring is not required. It avoids alarms being generated while
the Sensor is not required. Out of Service Sensors are displayed with blue text in the Live View.

Location:

The Location field allows you to put a note against the sensor to assist with physically locating the Sensor
within a building. This is an aide-mémoire and serves no operational function within the software and is not
mandatory.

Once you are happy with any changes select Update.

3.3.3 Scale

To access Scale properties click on the + symbol next to Scale and the tree will be further expanded, see
Figure 116 below.
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o[ Room RH +T Sensors
C Room 1 RHIT
. @) Room 2 RHIT

£ BProperties

E______UGeneral

E| hSr.ale

. Next Due

UTem perature

‘.lAIarrns

W Eilters

.- ) Room 3 RHIT

g.ff Qutdoor Sensors

.: iSense

Figure 116

The Scale section allows you to set Graph Scaling, Decimal places and the Next Due calibration date for
Calibration Reports.

If you have iSense Sensors, then this section will allow you to enter the correct calibration parameters for those
sensor(s). See the documentation delivered with the iSense unit for specific calibration details.

Next Due

This feature allows the next Calibration due date to be entered into the system. A PDF Report can be triggered
from the due date field. This is very useful in a regulated environment where exceeding the stipulated
calibration period would cause a non-compliance. (See section 6.2 for more information on Calibration
Reports.)

To access Next Due click the link, the Next Calibration Due Date window appears, see Figure 117 below.

|__—_|E Room RH + T Sensors
: ‘ Room 1 RHIT Mext Calibration Due Date
I

E|€ Room 2 RHIT
= P Properties

S Abkbik
Next Calibration Due Date 2016-06-26 I1_ i

UGeneral
Scale
(JNext Due Update
UTemgerature

. L Alarms

. ! Filters

. @) Room 3 RHT
[ Qutdoor Sensors

‘ iSense

ot

Figure 117

To change the due date enter the new date into the Date field (in YYYY-MM-DD format) or click on the calendar
icon and select the required data. If the Sensor has just been added to the system the date in the form is one
year from the date that the Sensor was added.

A typical period would be 12 months for environments that are contaminated or the constant operating
humidities are very high. Where the environments are clean and the averages humidities are mid-range then
every 24 months would be acceptable.

When you are happy with the new date click Update.
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3.3.3.1 Channel One/Temperature Scale

To enter the Temperature scale page select Temperature. The Temperature window appears, see Figure 118
below.

Upper Scale: 50
Lower Scale: -50

Decimal Places: 1

Update Set Default

Figure 118

Each Sensor is installed with a default range. These are only a suggestion and can be changed to suit your
requirements.

The defaults can be re-loaded by selecting Set Default, you will be asked to confirm see Figure 119 below.

Load default calibration values, are you sure?

Figure 119

Once the new Scale details are known these can be entered into the table in Figure 118 above. Select Update
to confirm the details. If correct the following message will be displayed, see Figure 120 below.

Ff—} Record updated successfully.

Figure 120

3.3.3.2 Channel Two/Humidity Scale
To access the Humidity scale settings click Humidity and repeat the steps in 3.3.3.1.

Note: Not all Sensors/Transmitters have two channels, some have only one.

* i m C Intelligent monitoring and control solutions: |M5521_1 Page 105 Of 174

In Buildings | InTransit | Outdoor/Remote



System Manual N Otl’))) N pro

Setting Up the Sensor Model

3.4 Alarms

This section will take you through setting Alarms.

34.1 Levels
To access Alarm Settings click on the + symbol next to Alarms (in Edit Mode). This will expand the branch
again, see Figure 121 below.

To access Levels click on Levels for one of the sensors. See Figure 122

Room RH + T Sensors
EE below.

Elﬂ Room 1 RHIT
B P Properties

.. @) Room 2 RHT
.. ) Room 3 RHIT
EEI---E Qutdoor Sensors

Figure 121
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Temperature Humidity

Channel Out of Service: () Yes (@) Mo

Alarm Enable: @ Yes () No

High High Alarm: 225

High Alarm: 14

Low Alarm: *MNot Set
Low Low Alarm: *Mot Set
High / Low Alarm Delay (Mins): 1]

Alarm Qutside High / Low: @ Yes () No

High High / Low Low Alarm Delay (Mins): 0

Rate of Change: 1

Rate of Change Period (Mins): 25

Alarm Disable Start Time: *Not Set
Alarm Disable End Time: *MNot Set
Active Days

Sunday: @ Yes () No

Monday: @ Yes () No

Tuesday: @ Yes () No

Wednesday: @ Yes () No

Thursday: ® Yes () No

Friday: @ Yes () No

Saturday: @ Yes () No

Update | | Global Setting

Figure 122

The Sensor in this example is a two-channel temperature and humidity device. You will see two tabs at the top,
one marked Temperature and highlighted, the other marked Humidity. The highlighted tab is the active tab.
The tab names will change depending on sensor type, the number of tabs will change depending on the
number of channels.

Channel Out of Service

This feature allows a single channel on a dual channel device to be taken out of service. This is useful as it may
not be desirable to take the whole device out of service for example if a dual channel temperature transmitter
was being used to measure the temperatures in a fridge freezer and the freezer had failed or was not in use the
channel associated with the freezer could be taken out of service. This would allow alarms from the fridge to
come through the system but there would be no alarms from the unused freezer.
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To take a channel out of service select the appropriate tab and select the No option button to take that channel
out of service. When the channel is required again select the Yes option button.

Alarm Enable

If a Sensor is temporally out of service, or if the alarms are temporally not required rather than set all the alarm
settings to zero the alarms can be disabled. To disable the alarms select the No option button. When the
alarms are required again select the Yes option button.

High/High High Alarm

The High High Alarm is the highest level alarm that can be set on the system. This alarm should be set at a
level that warns the user of potential damage. (High would represent the highest point of the desirable working
range.) To set the High High Alarm type a value in the text box next to High High. The level can be set to one
decimal place.

Low/Low Low Alarm

The Low Low Alarm is the lowest level alarm that can be set on the system. This alarm should be set at a level
that warns the user of potential damage. (Low would represent the lowest point of the desirable working
range.) To set the Low Low Alarm type a value in the text box next to Low Low Alarm. The level can be set to
one decimal place.

High / Low Alarm Delay (Mins)

The high / low alarms can be delayed, which is very useful to prevent false alarms. In many buildings rooms are
air conditioned to keep the environmental conditions constant. The conditions in any room change when doors
are opened but soon recover when the door is closed again.

If alarms are set these could be activated every time a door is opened which would generate many alarms on
the system. There is a danger with alarms that a syndrome called alarm fatigue develops where alarms are
generated so frequently that they become an annoyance and are consequently ignored.

To avoid this a delay in minutes can be set for the alarms. For example when a door is opened the temperature
drops but has recovered back to normal 10 minutes after the door is closed, without an Alarm Delay an alarm
would be generated every time the door is opened. With an Alarm Delay of 15 minutes there would be no
alarm generated however if the door was left open there would be an alarm generated after 15 minutes. To
enter a High / Low Alarm Delay enter the time in minutes in the text box next to High / Low Alarm Delay
(Mins).

Alarm Outside Range

To activate High / Low Alarms click the Yes option button. To disable High / Low Alarms click the No option
button.

High High / Low Low Alarm Delay (Mins)

This feature allows a delay to be activated on the High High and Low Low alarms. It is generally accepted that
no delay is enabled on the High High and Low Low alarms as these are normally the failsafe alarm levels. If
delays are used here it may be that a very small delay is used to avoid a single reading out of spec generating
alarms. To put a delay on the High High and Low Low alarms type a value in the text box next to High High /
Low Low Alarm Delay (Mins), and should be entered in minutes.

Rate of Change

This feature activates Rate of Change alarms. Depending on the application a high and low level alarm may not
work. A Rate of Change alarm is a mechanism that monitors how fast a parameter is changing and generates
an alarm based on the selected criteria. For example, an alarm could be generated if temperature changes by
more than 10°C per minute.

To set the Rate of Change enter a value in the dialog box next to Rate of Change. For example, a value of 10
would mean 10°C per Rate of Change period, if temperature units are set to °C. (See section 4.7 for how to set
units.)
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Rate of Change Period (Mins)

This feature is used together with the Rate of Change value above. Rate of Change Period is the time period
associated with the Rate of Change value. This would be entered in minutes, so combined with Rate of Change
would work like this - if the temperature changed by more than 10°C in 5 minutes an alarm would be generated.
To set the Rate of Change Period enter a value in the field next to Rate of Change Period (Mins).

Alarm Disable Start Time

This feature allows alarms to be disabled during certain time periods. For example if a room is used during the
day to work on sensitive items, alarms would be required during the day, but not required during the night. To
set the Alarm Disable Start Time enter the time in the field next to Alarm Disable Start Time and should be
entered like this: 18:00:00 in hours, (24 hour clock format) minutes and seconds. All alarms will be disabled
after 18:00.

Alarm Disable End Time

This feature works together with Alarm Disable Start Time and sets the reactivation time for alarms. To set the
Alarm Disable End Time enter the time in the dialog box next to Alarm Disable End Time and should be entered
like this: 08:00 in hours, (24 hour clock format) minutes and seconds. All alarms for this device will be active
again after 08:00:00.

Active Days

This feature allows alarms to be turned off on certain days. For example where sensitive goods are worked on
during the week and put away each evening and at the weekend alarms would not be required at these times.
The weekday alarms are handled by Alarm Disable Start and Stop Times. The weekends can be handled by
disabling the alarms on Saturday and Sunday. To disable alarms on certain days select the No option button. In
this example we want to disable the alarms on Saturday and Sunday. To do this select the No option button
next to Saturday and Sunday. To make those days active again select the Yes option button.

Once you are happy with your selections click Update. The alarm settings will be saved. The above can be
repeated for the second tab if applicable. After selecting Update and the settings are saved the settings page
returns with a message “Record updated successfully” see below.

Record updated successfully.

Figure 123 shows a correctly completed temperature alarm settings page. The actual values will change
depending on the measuring parameters, every application will be different. The example shows a high level
alarm of 25.5°C, a low level alarm of 5°C with a delay of 5 minutes. The high range is set to 20°C and the low
range to 5°C with a delay of 5 minutes.

There is a rate of change alarm active which will alarm if the temperature changes by more than 10°C in 5
minutes. All alarms are disabled between the hours of 8am and 6pm and there will be no alarms at any time on
Saturdays or Sundays.

Caution:

Alarm fatigue can be a major problem on automated monitoring systems especially when the alarms can drive
emails or SMS alerts to call out service personnel.

There are many circumstances where the conditions of a room or space are not actively controlled and are
driven by outside forces such as what’s happening next door or the weather outside. In these cases there is
little point setting alarms that would relate to ideal conditions, especially if those conditions couldn’t be met on a
daily basis. In these cases it is better to have no alarms set.

The danger of receiving many alarms that do not have an action where something can be done to prevent the
reoccurrence of that alarm is the main cause of alarm fatigue.

If on the same system there was a critical space with high value objects that was controlled by an HVAC
(Heating Ventilation and Air Conditioning) system, and on system failure an alarm was generated there is a
great danger that this alarm could be ignored.
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We are not suggesting that alarms are never set in these conditions just that thought and consideration are
given during the alarm setting process.

....E Engineering Test

Temperature
El E Test 102
Elﬂ Transmitter 345
&... ByProperties Channel Out of Service: () Yes (@ No
Alarm Enable: @® Yes () No
High High Alarm: 40
) Advanced High Alarm: 30
# Notes Low Alarm: 20
....W Filters
[]....ﬂ Transmitter 346 Low Low Alarm: 10
[]____ﬂ Transmitter 347
ﬂ Transmitter 348 High / Low Alarm Delay (Mins): 1]
- @ Transmitter 349 Alarm Outside High / Low: () Yes (@ No
[]____ﬂ Int and Ext 407
[]____ﬂ int and Ext 408 High High / Low Low Alarm Delay {Mins). 20
[]___E Development Test Sensors
E Andy test Rate of Change: *Not Set
[ Development iSense Rate of Change Period (Mins): *Not Set
[]____E Hybrid Base 66
[]___E Temperature Sensors Alarm Disable Start Time: *MNot Set
[]___E Old Scouts
Alarm Disable End Time: *Not Set
Active Days
Sunday: @ Yes () No
Monday: @® Yes () No
Tuesday: @® Yes () No
Wednesday: @® Yes () No
Thursday: @ Yes (O No
Friday: @® Yes () No
Saturday: @® Yes () No

Update | | Global Setting

Figure 123

Digital Alarms are Alarms generated by digital channels that record data from devices such as ‘door open’
sensors. Digital channels can only have two states, which are analogous to open or closed. Figure 124 below
shows the alarm Levels settings view for a Digital channel:
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Temperature Door

Channel Cut of Service: () Yes (@ Mo

Alarm Enable: ® Yes () Mo

Alarm on Open: |

Door Alarm Delay (Mins): 0

Alarm Dizable Start Time: Mot Set
Alarm Digable End Time: Mot Set
Active Days

Sunday: ® Yes () Mo

Monday: ® Yes () Mo

Tuesday: ® Yes () Mo

Wednesday: ® Yes () Mo

Thursday: ® Yes () Mo

Friday: ® Yes () Mo

Saturday: ® Yes () No

Update | | Global Setting

Figure 124
For a door open/close sensor, Alarm on Open would give an alarm if someone opened the door.

If there are many Sensors/Transmitters on the same system doing the same function in different spaces it can
be tedious and error-prone to go through all the Sensors/Transmitters on the system. There is a facility to
change the Alarm settings globally on a number of sensors.

3.4.1.1 Global Settings

To make global changes stay on the alarm settings tab that you want to use to update other
Sensors/Transmitters with and select Global Setting at the bottom of the tab. A new window will appear, see
Figure 125 below.

(2 httpy//notionprol.the-imcgroup.com/notionpro/alarmProplevelsGlobalSetting.php - Internet Explarer =NNC X
@ http://notionprol the-imcgroup.com/notionpro/alarmPropLevelsGlobalSetting.php
Please Expand the menu to do selection. 2
» O 4 Pendle House
Submit
v
E100% v |

Figure 125

To expand the tree, select the blue arrow to the left of the Site name, see Figure 126 below.
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-
@ http://notionprolthe-imcgroup.com/notionpro/alarmProplevelsGlobalSetting php - Internet Explorer =NAEN X

:% http:

/fnationprol the-imcgroup.com/natienpro/alarmProplevelsGlobalSetting. php

Please Expand the menu to do selection.
¥ [ 4 Pendle House
» ] Room RH + T Sensors

» | Outdoor Sensors

Subrmit v

#100% -

Figure 126

To see the Sensors/Transmitters in a Zone click the blue arrow to the left of the Zone name, see Figure 127
below.

E\_—;l http://notionprolthe-imecgroup.com/notionprofalarmProplevelsGlobalSetting. php - Internet Explorer =HACH X

@ http://notionprol the-imcgroup.com/notionpro/alarmPropLevelsGlobalSetting.php

Please Expand the menu to do selection.
¥ O A Pendle House
¥ | Room RH + T Sensors
1 Room 1 RH/T
) Room 2 RH'T
1 Room 3 RH/T
» 1 Outdoor Sensors

Sumit v

#100% -

Figure 127

To select the Sensors/Transmitters to update the alarm settings either click in the tick box next to the Zone
name which will select all the sensors in that Zone or individually select each sensor in turn by clicking in the
tick box next to the Sensor name, see Figure 128 below.

~

-
@ http://notionprol.the-imcgroup.com/netionpro/alarmProplevelsGlobalSetting.php - Internet Explorer =RRE X

@& http://notionprol.the-imcgroup.com/notionpro/alarmPropLevelsGlobalSetting. php

Please Expand the menu to do selection.
v 4 Pendle House
¥ @ Room RH + T Sensors
# Room 1 RH/T
Room 2 RH/'T
# Room 3 RH/T

» | Outdoor Sensors

Submit V

#100%

Figure 128

Once you are happy with your Sensor selections select Submit. The selected Sensors will now be updated
with the alarm settings from the selected Sensor. This can be checked by going into the alarm properties of
another Sensor.
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3.4.2 Advanced

To edit the Advanced settings select Advanced. A new window called Alarm Advance will appear, see Figure
129 below.

ElE ey
: m Advance
& ) Room 1 RHIT

= P4 Properties

. JGeneral Elapsed Time Wamning (Mins): 120
Alarm Reactivation Time (Mins): 100
Auto Reset: O Yes (@ No

... 9| Advanced

Notes

: Filters Update | | Global Setting
- ) Room 2 RHIT
. ) Room 3 RHIT
@[ Qutdoor Sensors

Figure 129
Elapsed Time Warning (Mins)

The elapsed time warning is used to alarm when a signal is not received from a Sensor within the
predetermined time. In the default settings the Elapsed Time Warning is set to 120 minutes. This can be
changed to any time up to 999 minutes. It is not recommended to set the Elapsed Time Warnings to very long
periods. If there are lots of Elapsed Time Warnings being generated this may be an indication of a more serious
problem such as poor radio coverage.

The main purpose of the Elapsed Time Warning is to alert you that a problem has occurred such as a Sensor
has failed, been moved out of radio range or has inadvertently had the battery removed.

There are occasions where all the sensors in a Zone or Zones that are served by a wireless receiving device go
into Elapsed Time Warning at the same time. This would be caused by either a failure in the wireless receiving
device or a network problem causing the wireless receiving device to stop communication with the database. If
such problems are seen then these need to be investigated.

To set the Elapsed Time Warning period enter the required time in minutes into the field next to Elapsed Time
Warning.

Alarm Reactivation Time (Mins)

The Alarm Reactivation Time is the default setting for the time between acknowledging an alarm and when
the system checks to see if the alarm condition has returned to normal.

If the alarm condition has returned to normal the alarm status will change from amber (acknowledged) to green
(OK), if after the Alarm Reactivation Time the alarm condition still exists the alarm status will return to red
(unacknowledged) and create a new alarm on the system.

The default setting is 60 minutes. To change this enter a new value in minutes in the field next to Alarm
Reactivation Time.

Auto Reset

Auto Reset is used to reset an alarm status to green when an alarm condition returns to normal. The default is
No which means that all alarms have to be acknowledged. The disadvantage is that a Sensor could go in and
out of alarm all night but when the User checks in the morning the status shows green, so without looking at the
graphs or alarm logs they would be unaware of a problem.

To change the setting select one of the Yes or No option buttons as required.

When happy with the settings click Update. The setting will be saved, see Figure 130 below.
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Record updated successfully.

Elapsed Time Warning (Mins): 120
Alarm Reactivation Time (Mins): 100
Auto Reset: 1 Yes (@ Mo

Update Global Setting
Figure 130

3.4.3 Notes
To edit the Notes settings select Notes. A new window called Alarm Notes appears, see Figure 131 below.

ElE P——
: m MNotes
& ) Room 1 RHIT

B P4 Properties

H UGeneraI

Motes Descripfion:

/\Scale

é‘____lAlarms
2 Levels
2 Advanced

v Notes
;W Filters
. ) Room 2 RHIT
. ) Room 3 RHIT
@[ Qutdoor Sensors

Add

Figure 131

This feature allows you to enter notes for an Alarm. This is especially useful for inexperienced operators. The
system can be set up so that low-level users can monitor the system but can’t make changes. The Alarm
Notes will give an inexperienced user specific instruction on what to do when an Alarm occurs.

For example in the middle of the night the temperature increases in a room or space containing high value
objects, an Alarm is generated and a night shift operative or security guard views the Alarm. The Alarm
message might say “On a high temperature alarm contact Facilities Management on Ext 235 and report the
alarm condition and the room location”. This feature means that someone not familiar with an area or its
contents can still effectively and efficiently deal with an alarm condition.

To activate this feature type your instruction into the dialog box and when happy select Add. This will add the
message to this Sensor. This can be set individually for every Sensor on the system. Once the changes have
been added and are OK you will see the following window, see Figure 132 below.
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Record added successfully

Motes Description: . s
P On a high temperature alarm contact Facilities Management on

Ext 235 and report the alarm condition and the room location.

Update

Figure 132

3.4.4 Filters

This feature lets you set filter limits for the Sensor. These should only be used in exceptional circumstances.
For example if a Sensor is located in or near an electrical switch panel which can be very noisy electrically this
can occasionally cause interference on the radio link, which would be seen on the graph as a large spike in the
data.

The filters are designed to remove such interference. If the Sensor is reading temperature and the expected
range for this application is -10°C to +50°C a filter could be set at say -40°C for the Min Value and +80°C for
the Max Value. Any readings seen above or below these readings would be rejected.

To edit the Filter settings select Filters. The Temperature tab (for temperature in this case) will appear, see
Figure 133 below.

[, Room RH + T Sensors

G Room 1 RHIT
EIG Room 2 RHIT

Temperature Humidity

B B Properties Max Value:
General
- Min Value:
Scale
M Alarms Update

a Levels

P Advanced
 Notes

W Filters

. @) Room 3 RHIT

@[ Qutdoor Sensors

Figure 133

To activate this feature enter the required Min and Max values in the appropriate fields. The values should be
whole numbers in the range 50 for the Max Value and -40 for the Min Value. Select Update when finished. (A
warning message is given if you click on another tab before you've selected Update for a change you made on
the current tab.) Once the data is accepted you will see the following screen, see Figure 134 below.
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-
__ ﬂ Room 1 RHIT Record updated successfully.

=N §) Room 2 RHIT

= gPrOpemES Temperature  Humidity
...\ JGeneral

n }.\Scale
A Alarms Max Value: 50

-4 Levels

Adv d Min Value: -40
. 9 Advanced
Update
) Room 3 RHIT
@[ Qutdoor Sensors
Figure 134

For dual channel Sensors, repeat the above process for the other channel.

Note: Setting filters will cause data to be rejected above and below the filter limits. Check that any filter limits
set are above and below the expected ranges.
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4 Viewing Data

This section will guide you through viewing data.

4.1 Signing In

41.1 First Time Login (Any User)

To view the Notion Pro website, you will need to open a browser and navigate to the Notion Pro site.

If you are working on the Notion Pro Server itself, enter http://localhost/NotionPro in the browser’s address field.

If you are working on a another computer or device, you will need to use the URL supplied by your System
Administrator or IT Support provider to reach the Notion Pro server. This may be similar to
ServerName/NotionPro for a LAN connection or www.mycompany.com/NotionPro for an internet connection.

notien Pe

Forgotten password?

Figure 135

Once you have navigated to the correct URL, the login screen will be displayed, as in Figure 135 above. Log in
using the username and password that the System Administrator has given you.

Enter your username and password to login, then click Sign In. Passwords are case sensitive.

The first time you log in you must supply the answer to a security question, so if you forget your password in
the future, you can retrieve it using a procedure which includes supplying the answer to your security question.

See Figure 136 below.

In the field below answer a question, it will be required in
order to reset your password.

Select your question

Figure 136
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Choose your security question by clicking ¥ and choosing from the list. Type the answer into the box below,
and then click Submit.

You will now be returned to the login screen see Figure 135 above, where you will again need to enter your
username and password.

41.2 Subsequent Logins (Any User)
Once you have navigated to the correct URL, the login screen will be displayed, see Figure 137 below.

notien P

Forgotten password?

Figure 137
Log in using the username and password that the System Administrator has given you.
If you have forgotten your password click Forgotten password? and work through the procedure that follows.
You will need to know the answer to your Security Question to be able to do this.

4.1.3 Archived Databases

Archived Databases will probably only be present if the Notion Pro installation at your site has been running for
some time, and if the System Administrator has performed one or more archive operations.

If you login as System Administrator, or with a username with the Access Archive Database permission set,
then the Choose Database screen will be displayed, Figure 138 below.

If your Username does not have the Access Archive Database Permission set, then Notion Pro will go straight

to the live system Home screen.
| | ) ro
notian®

k] Choose Database

Database Type: (@) Live Database Archive Database
Archive Database Name Archive Date Time
There is no archive database to choose from, only restored archive databases will appear here.
Figure 138
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To access archived data, click Archive Database, select the required Archive Database, then click Next. For
detailed information about the Notion Pro Archive / Backup system, see the IceSpy Notion Pro Archive/Backup
Manual, doc no IM5549.

4.1 Viewing the Live Database

To access the live Notion Pro system, make sure Live Database is selected and click Next to give the System
Overview, see Figure 139 for an example.

System Overview Sensor Groups Admin  Seiings Help  Log Out
Available Sites
Site Name Alarm Status Action
Naotion Pro Demo L'_{ » [View Data ] [ User Alerts ] [ Reports | [ Logs ]
IMC Group Ltd M » [View Data ] [ User Alerts ] [ Reports | [ Logs ]
Figure 139

Note: You will only see the Available Sites view if your installation has more than one Site. For a one-Site
installation, clicking Next will take you straight to the Live View, see Section 4.3.

4.2 Choosing the Site to View

On logging in to Notion Pro, you are presented with the System Overview display, see Figure 140.

' Welcome: Admin User
p ro - ALERT: You have sensors in alarm ﬁ
| @, ‘0.0 Alarms unacknowledged: 11 >

Alarms awaiting reset: 0

System Overview  Sensor Groups

Available Sites

Site Name Alarm Status Action
Notion Pro Demo m . [ View Data | [ User Alerts ] [ Reports ][ Loas ]
IMC Group Ltd M . [ Sub-Site ]

Figure 140

The icons under the Alarm Status column in the Available Sites window show the alarm and sensor
communication status of the Site under the Site Name column on the left. See Section 5 for details of Alarms.
The available Actions for each Site are:

View Data (see section 4.3 below.)
User Alerts Allows you to set up email and SMS Alert Groups — see Section 2.5 above.
Reports Allows you to create sensor Reports — see Section 6 below.
Logs Allows you to view and edit System Logs — see Section 7 below.
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4.3 Viewing Live Data

To view live data, click View Data from the Available Sites dialogue box (see above). For a Site which has Sub-
Sites you must first click on Sub-Site and select the sub-site of interest to give the Live View window. See
Figure 141 below.

Stores

Alarm Live Data 1 Live Data 2 Door Alarm Battery Level

4
ﬂ 2531C

=]
&
&

Sensor Name

Office 110 01

Entry Hall and Door 50 02
Airflow 1 ‘\_‘/k _ _ Ampere
Stores A 50 17

Stores B and Door 50 05

Stores C Stores D 50 16

Workstation 1 50 03

P [ 4o P

Figure 141

See section 4.3.2 for an explanation of the icons on the Live View display.

4.3.1 Zone Selection

The example Live Data display above is for sensors in the Zone — see top left corner. To choose
another Zone, select View Data>Live View and then move the mouse pointer to the right to show the Zones
within the current Site. See Figure 142

notien Pe

Home ViewData User Alorts  Reports Logs

Live View Stores

Plan View Mamn Processing Area
Edit Mode Goods Out

Add Zone Kingsclere

Global Settings Office

Figure 142
1 Intelli itori d | soluti
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4.3.2 Live View Controls and Indicators

Sensor Name The colour of the text for each named sensor in this column gives an indication of
its state:
Black  — sensor giving normal reading, within alarm threshold.
Red — sensor in alarm condition.
— sensor in alarm condition, but alarm has been acknowledged.
Blue — sensor is out of service.

Single clicking on this text gives more information — see section 4.3.3. Double-
clicking opens graphical display of the live sensor data — see section 4.4

Click on this to give a graphical display of the live sensor data — see section 4.4.

E

These icons indicate the alarm status of the sensor. See Section 5.

<
=

The current reading for the sensor channel. Typically, channel 1 would be for
temperature data, channel 2 for relative humidity.

25.04 C A red icon indicates that the sensor reading has gone over its alarm threshold
value.

The Door Alarm icons indicate the state of the door alarm channel (if present):

The door is closed.

The door is open and the alarm has not been acknowledged.
The door is open and the alarm has been acknowledged.
There is no door switch associated with this transmitter.

The battery icons indicate the state of the battery for the associated transmitter:

Battery is fully charged.
Battery has less than half its life left, but need not be replaced yet.
Battery is very low and should be replaced as soon as possible.

Battery is empty and must be replaced immediately. Note: Scout/Legacy sensors
do not output battery information and so the battery display symbol will always be
grey. Check for Elapsed Time Alarms (see Part 2, section 3.4.3, also Part 1,
section 2.4.3 for details of elapsed time alarms).

cooe IR
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4.3.3 Alarm Condition Tooltips
Click once on the sensor name to show the current alarm status for that sensor. See Figure 143 for example.

Sensor Name

Office 110 01

Office 110 01 | |

Last Reading:
Date Time: 29Junf2015 13:30:13

Battery: 1.5V
Channel Alarms:
Temperature{C). Low Level

Figure 143

Here we see the date and time of the previous reading from the sensor, also the current battery voltage. The
channel 1 temperature value is below the Low Level value that has been set, and so is giving an alarm.

An ‘open door’ alarm might be as shown in Figure 144.

Entry Hall and Door 50 02
Entry Hall and Door 50 02 [E)

Alarm on Open

Figure 144
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4.4 The Graphical Display

To view the graph data for a Sensor click the .:U icon for the sensor on the Live View. See Figure 145 for an
example graph.

Date: 2015-11-04 ':nui Interval: Day View Graph

Extra Tools

Overlay Sensors | | High / Low | | High High / Low Low | | Reset || Previous | | Scale | Export Data || Print Graph || Summary || Start of Data || End of Data | Go Back

Single Int Therm 0103 (Serial No = 00-00-01-03)

20

Temperature (C)

00:00 02:00 04:00 0&:00 0&:00 10:00 12:00 14:00 16:00 18:00 20-00 22:00

Il Single Int Therm 0103, Temperature (C): 22.2, Date Time = Wed, 04 Nov 2015 12:01:39

Figure 145 — Line Graph, Temperature Data

Here, the graph shows live temperature data, starting at midnight for the ‘Single Int Therm 0103’ sensor.
Summary data in textual form is shown in the display box under the graph area.

Double-click on the Sensor Name in the Live View list (see Figure 141) to give the same graph in its own
window.

An example of a graph for a two-channel sensor might be as shown in Figure 146.
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Date: 2015-11-3 1 il Interval: Day View Graph

Extra Tools

Owerlay Sensors | | High / Low | | High High / Low Low | | Reset || Previous || Next || Scale | | Export Data || Print Graph || Summary | | Start of Data | | End of Data | | Go Back

Temp + Door (Serial No = 56-07-09)

100

20

60

Temperature (C)

20

02:00 04:00 0&:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00

Il T=mp + Door, Temperature ()
Temp + Door, Door (%)

Figure 146 — Line Graph, Temperature Data and Door State Data

Here we see temperature data in red, door data in yellow. The door sensor graph line indicates the percentage
of time in each data period that the door was open. This could be one continuous period or an accumulation of
several periods. In the above example, the door had been left open from approximately 09:30 to 10:15 when it
was closed and remained closed.

4.4.1 Display Time Spans
The graph window defaults to displaying the current day’s data.

To change the date range for the graphing period, use the Date and Interval controls, see Figure 147 below.

Date: 2015-07-09 1 il Interval: Day ﬂ View Graph

Figure 147

Select the calendar icon to change the data graphing start date, this is the data that the graph will start from,
see Figure 148 below.

Date: 2015-07-08 ':n& Interval: Day ﬂ View Graph

=~ ]

Figure 148
The date has been changed to the 8" July 2015.
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To view data for one week (commencing 12" of October 2015) use the Interval drop down menu and select

Week, see Figure 149 below.

Ly
Date: 2015-10-12 1 i Interval: Month View Graph
Figure 149
Click on View Graph to generate the graph, see Figure 150 below for example.
Int and Ext therm 105 (Serial No = 00-00-01-05)
40 40
” M .
%) 2
g 3
2 0o o B
g £
g @
8 G]
20 20
_ag -40
Oct 12 Oct 13 Oct 14 Oct 15 Oct 16 Oct 17 Oct 18
lint =nd Ext therm 105 Temperaturs 2.6, Date Time = Mon, 12 Oct 2015 22:63:28
Ml int =nd Ext therm 105, Temperature ( 2.8. Date Time = Mon. 12 Oct 2015 22:53:28
Figure 150

To view data for a month follow the steps above selecting a date from the calendar that is a month or more
prior to the current date, set the Interval to Month and select View Graph, see Figure 151 below.

Int and Ext therm 105 (Serial No = 00-00-01-05)

Temperature (C)

() sumesadwsa |

Sep 28 Oct 01

Mllint end Ext therm 105, Tempersture (C):
Bt snd Ext therm 105, Temperature (C)

Oct 04

Oct 07 Oct 10 Oct 13

Figure 151

Oct 18 Oct 19

Using the tools above the graph window the following functions can be performed.
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4.4.2 Overlay Sensors

This feature allows the comparison of one or more sensors. This is particularly useful if you have an outdoor
Sensor and want to see if the outdoor conditions are driving the conditions indoors. To overlay Sensors, in Live
View select Overlay Sensors from the bar menu in the Live View window. A new window called Select
Sensors to Overlay Graph will appear, see Figure 152 below.

Select Sensors to Overiay Graph

Zone Name:

Selst Zone 2

Filter: Filter:

Source List: Destination List:

==

=

Qverlay Clear QOverlay

Figure 152

Select the Zone containing the relevant sensors from the Zone Name: pull-down list. See Figure 153 below.
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Select Sensors to Overlay Graph

Zone Name:

RHsensors ________________________|&4

Filter: Filter:

Source List: Destination List:

lan's Office

Derek's Office
Accounts

Sales Office

Sales Reception
Mail Room

Sales Meeting Room
Dispatch

Stores Centre
Machine Room

Calibration Lab =
Production SMT Area

Production Test ==
Tech Support/Design

Server Room+Flood <

Overlay | | Clear Overlay

Figure 153

Select the sensor(s) you require from the Source List then click | = . To select more than one sensor, hold
down the Ctrl key as you select the sensors, then click | > |. See Figure 154 below.
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Select Sensors to Overlay Graph

Zone Name:
RH sensors 2

Filter: Filter:

Source List: Destination List:

Archives +Flood Derek's Office
Accounts lan's Office
Sales Office

Sales Reception
Mail Room

Sales Meeting Room
Dispatch

Stores Centre
Machine Room
Calibration Lab

Production SMT Area =
Production Test
Tech Support/Design ==

Server Room+Flood

Overlay | | Clear Overlay

Figure 154

Once you are happy with your selection, scroll to the bottom of the list and select Overlay, see Figure 155
below.

Overlay | | Clear QOverlay

Figure 155

After selecting Overlay you will be asked to confirm your selection, see Figure 156 below.

Waould you like to overlay the selected sensors?

NO YES

Figure 156
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Select YES to confirm and to proceed with overlaying data. The graph window will re-appear with the selected
Sensors overlaid over the original graph, see Figure 157 below.

40 100
30
30
20
53 T
o 60 Z
o =l
(=8
% 1D-——-—-—.~__r-'“~\_____"____'___j g
= —_
o an
E sl
2 oo =
20
-0
20 0
04:00 08:00 12:00 1800 20:00

Il Letchworth Outdoor RH/T, Temperature (C): 16.2, Dste Time = Fri, 27 Sep 2013 12:52:21

Wl Leichworth Outdoor RHT, Hum dity (3RH): 63.9, Date Time = Fr, 27 Sep 2013 12:52:21 A
ans Office, Tempersture (C): 25.1, Date Time = Fri, 27 Sep 2013 12:48:38
ans Office, Humidity (%RH): 47.5, Date Time = Fri, 27 Sep 2013 12:48:38

Figure 157

The coloured key below the graph window clearly identifies the overlaid data traces. To see all the key
information use the scroll bars to view the lower data. To view specific values on the graph a cursor can be

applied. To use the cursor move the mouse pointer over the graph window and the cursor will appear, see
Figure 158 below.

40

100
30
a0
0 _'_'J‘j , ‘
) T
g—r a0 =
@ 3
= [ —— e —
= (=8
S/ =
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o —_—
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2 o =
20
-10
-20 a
04:00 D8:00 12:00 16:00 20:00
Il Leichworth Outdoor RHIT, Temperature (C): 18.9, Date Time = Fri, 27 Sep 2013 08:27:01
~
Il Letchworth Outdoor RHIT, Humnidity (%RH): 67.7, Date Time = Fri, 27 Sep 2013 D8:27-1
ans Office, Temperature (C): 22.8, Date Time = Fri, 27 Sep 2013 09:27:01 L)

ans Office, Humidity (3%RH): 50.3, Date Time = Fri, 27 Sep 2013 08:27:01

Figure 158
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Keeping the mouse cursor within the graph window, move the mouse to the left and right to move the cursor
across the screen. As the cursor moves you will see the sensor values along with the date and time changing.

You can see from Figure 158 that as the outside temperature (red trace) increases the two indoor temperature
traces (salmon and mustard) are moving up as well. This indicates that the equipment controlling the indoor
space is not powerful enough to overcome the effects of the outside temperature changes.

To remove the overlay select the Overlay Sensors button and scroll to the bottom of the Sensor list and select
Clear Overlay, see Figure 159 below.

Overlay Clear Overlay

Figure 159

The graph data will return to the original data.

4.4.3 High Low Alarm

This feature allows the levels for High / Low alarms to be overlaid on the graph, to use this feature alarm levels
will need to be set, see section 3.4 on how to set alarms.

Click on the High Low Alarm button, then the Select Channel to Display High low Alarm Settings window
appears, see Figure 160 below.

Select Channel to Display High / Low Alarm Settings

Sensor Name :. Temp + Door

Channel No Property Name
O Channel 1 Temperature
@] Channel 3 Doar

Submit Clear Alarm

Figure 160

To bring on the temperature alarms select the option button next to Channel 1 and select Submit. Lines
representing where the alarm levels are set will appear on the graph, see Figure 161 below.
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RH/T 57-50-81 (Serial No = 57-50-81)

100

a0

20

@
=]

Temperature (C
1
(HY%) fpuny

.
=]

02-00 04:00 06:00 0&:00 10:00 12:00 14:00 16:00 12:00 20:00 22:00

M RHT 57-50-51, Temperature {C):
EERHIT 57-50-81, Humidity (3%RH)

Figure 161
This gives a clear visual indication if there has been an excursion either above or below the alarm settings.

To clear the Alarm select High / Low Alarm from the graph window, the Select Channel to Display High /
Low Alarm Settings window will appear again, this time the Channel that has been put on the graph will be
highlighted. See Figure 162 below.

Sensor Name :. RH/T 57-50-81

Channel No Property Name
O] Channel 1 Temperature
O Channel 2 Humidity

Submit| | Clear Range Alarm

Figure 162
Select Clear High / Low Alarm to remove the Alarms from the graph.

4.4.4 High High / Low Low Alarm

This feature has the same function as the High / Low Alarms only this time the High High and Low Low
alarm levels are overlaid on the graph. Alarms are set in a similar way to High / Low Alarms. To start the
routine, select High High / Low Low Alarm from the toolbar above the graph window. See section 3.4.1 for
setting alarm levels (System Administrator Users only).

The result here might be as shown in Figure 163 below.
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Figure 163

(Temperature has gone below the Low Low setting in the above example).

445 Reset

This function will clear the graph window back to the default view regardless of where you are. The default view
is the current date with one day’s data displayed. To reset the graph select Reset from the menu above the
graph window.

4.4.6 Previous

The Previous function steps you back through the data one graph span at a time. If the Interval is set to Day
then the graph will step in days, Week and it will step in weeks, Month it will step in months.

4.4.7 Next

The Next function steps you forward through the data one graph span at a time. If the Interval is set to Day
then the graph will step in days, Week and it will step in weeks and Month it will step in months. When a graph
is first generated the Next button won'’t be visible as there is no future data to display. Once you select a time to
graph in the past the Next button will appear.

4.4.8 Scale

The configuration of the graph Scale is selectable. There are three methods of selecting the graph Scale. To
change the Scale select Scale from the menu above the main graph window. A new window called Select
Graph Scale will appear, see Figure 164 below.
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Sensor Name :. Office 110 01

Scale Type
(O Default / User Defined Scale
Fixed Scale (0-100)

Auto Scale

Submit

Figure 164

Default/User Defined Scale

You can define a default Scale for each Sensor on the system. The User Defined Scale can be set in the
Scale page see section 3.3.3 (System Administrator Users only). Some Sensors have a very wide operating
range but the Sensor in question may be being used at one end of the range. A User Defined Scale allows a
more detailed view of the data.

Fixed Scale (0-100)

Each Sensor installs with a Default Scale which would cover the maximum range for that Sensor. This is Scale
setting is OK if the Sensor is going to be used over its range. If it's to be used over a smaller range then a User
Defined Scale may be more appropriate, see above.

Auto Scale

This feature allows the graph Scale to be set automatically. Auto Scale will set the graph Scale to a very tight
range which covers the range for the data displayed. This gives a much expanded view of the data and may be
confusing as the data can look like it is changing dramatically.

Select the Scale type you require by clicking the option button next to the Scale Type and select Submit. The
graph will re-draw with the new Scale settings, see Figure 165 below.
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Figure 165

The User Defined Scale for this Sensor is -40°C to +40°C and 0% to 100% Relative Humidity. Using Auto
Scale has rescaled the graph to -150°C to 23°C and -165% [theoretical] to 20% Relative Humidity.

449 Export Data

The data associated with Day and Week interval graphs can be saved to a comma separated variables file,
(.CSV). The entire Day or Week’s data will be exported, irrespective of the current zoom state when the data is
exported. To export data click Export Data.

Once clicked you may be asked to choose between saving the file and opening with your computer’s default
spreadsheet application (see Figure 166). However, the exact action will depend on the browser you are using,
the default settings for your browser and the computer operating system and its setup. If you require assistance
with this contact your system administrator or IT support provider, please do NOT contact IMC Technical
Support, as this is help that only your administrator / support provider can supply.

4.4.10 Print Graph

The Print Graph function allows you to save a picture of the graph (line or bar chart) in .pdf format. Clicking on
the Print Graph button gives the browser’s standard “Do you want to open or save . . .” window. (Example
below is for Internet Explorer.)

Do you want to open or save data.csv from notionprol.the-imcgroup.com? Open Save | ¥ Cancel x

Figure 166
Clicking Open displays the graph in a .pdf window, with IMC headers and footers:
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Figure 167

Select File>Save As... to save the file to your desired location with name graph.pdf, renaming the file if
required.

4411 Start of Data, End of Data

Select Start of Data to change the graph display to the date/time when data was first recorded by the sensor.
End of Data returns the display to the show data at the current date/time.

4412 Go Back

Click this button to go back to the Live View display for the Zone at the top of the Live View list (see Figure
142).

4.4.13 Zooming In

The graph can be zoomed by using the mouse. To Zoom in on a section of the graph place the mouse cursor at
the place where you want to Zoom in on, click and hold the left mouse button and move the mouse to cover the
section of the graph to Zoom in on.

When the area required is highlighted release the left mouse button, see Figure 168 below.
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Figure 168

The graph will re-draw, zoomed into the area selected, see Figure 169 below.
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Figure 169

Once the graph has been zoomed a new button (Zoom Out) will appear on the graph toolbar, see Figure 170

below.
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Date: 2015-11-3 “u{ Interval: Day View Graph

Extra Tools

Overlay Sensors | | High / Low | | High High / Low Low | | Reset | | Previous || Next | Zoom Out (+1) § Scale | Export Data || Print Graph || Summary || Start of Data

End of Data || Go Back

Figure 170

The new button will Zoom the graph out. You will see that Zoom Out is followed by a humber in brackets. In
the example above (+1) tells you that the graph has been zoomed one time. If the number in brackets was (+3)
that would indicate that the graph has been zoomed three times.

Clicking the Zoom Out button once will take you back one step. To go back to no Zoom in one step you can
select Reset. Once the graph has been returned to an un-zoomed view the Zoom Out button will disappear.

4.4.14  Graph Title

The graph title appears above the graph and is auto generated by the system. The name consists of the Station
name allocated by the user when the Sensor was added to the system and the serial number, see Figure 171.

Stores A 50 17 (Serial No = 50-00-00-17)

100
| |

Figure 171

4.5 Plan View

Notion Pro allows the User to allocate Plans to a Zone. Plan View gives a graphical view of the data. To access
Plan View select Plan View from the View Data menu from the top menu bar, see Figure 172 below.

View Data  UserAlerts Reporis  Logs

Live View

Plan View Stores

Edit Mode Main Processing Area

Add Zone Goods Out

Global Settings Kingsclere

Global Units Office

Decimal Places

Default View

Figure 172

To add a Plan select Browse to locate a suitable Plan, suitable Plan formats are .gif, jpg and .png and should
be no larger than 30K, see Figure 173 below for example.
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Figure 173
Once a suitable Plan has been located select Upload to load the image.

When a plan is first loaded all the sensor icons will be located along the bottom bar. The icons can be dragged
to the Plan by moving the mouse pointer over the icon, holding down the left mouse button and dragging the
required sensor icon to the desired location on the Plan, see Figure 175 below for example. You must have the
Plan View Edit Permission set to Allow to be able to do this (System Administrator users only, unless the
System Administrator has assigned the permission to you).

‘Out of Service’ sensors are displayed on the Plan View in blue, see Figure 174.

NIA
NIA

Figure 174
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Figure 175

Each channel is represented by a single block. A double-channel device is represented by two blocks, a three-
channel device by three blocks. See Figure 176 for example.
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Figure 176

If required all icons can be removed from the Plan to the bottom bar, to perform this function select Reset, you
will get a confirmation request, see Figure 177 below.

This will reset positioning of all the sensors on this

view, are you sure?

Figure 177
To continue select YES, all icons will be moved to the bottom bar.

Moving the mouse pointer over a Sensor icon displays a tool tip with the sensor name and its parent Zone. See
Figure 178. Click Re-Activate Tool Tips if the tool tips are not visible.
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Figure 178
4.6 Global Settings

Global Settings allows alarm disable times and days to be set across a range of Sensors. To access Global
Settings select Global Settings from the View Data menu from the top menu bar, see Figure 179 below.

View Data  User Alerts
Live View
Plan View
Edit Mode

Add Zone

Global Settings

Global Units

Decimal Places

Default View

Figure 179

After selecting Global Settings a new page will appear, see below.

Please Expand the menu to do selection. Alarm Disable Start Time
» [ 4 Notion Pro Demo Alarm Disable End Time
Active Days O Sunday
O Monday
O Tuesday

Cwed nesday
Cthu rsday
[ Friday

O Saturday

Apply Global Setting

Figure 180

For information on setting times and days see section 3.4.1 (System Administrator Users only), once the times
and days have been set use the Site and Zone tree on the left side to select which Sites and Zones to apply
the changes to. (Click on the desired Site, the Zone tree then expands underneath it, see Figure 181 below for
an example.)
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Please Expand the menu to do selection.

¥ [ 4\ Notion Pro Demo
b O E stores
» O [ main Processing Area
b O [ Goods out
> O E Kingsclere
O E office

Figure 181

For example, setting Active Days to Sunday to Saturday (Figure 180), then using the tree view illustrated in
Figure 181 to select those Zones (or individual sensors within the Zones) to which the global settings are to
apply, then selecting Apply Global Setting will result in all selected sensors becoming active Sunday-Saturday
inclusive.

4.7 Global Units

Global Units allow common Sensor value types to be displayed using alternative units, for example displaying
Temperature values as Fahrenheit instead of Celsius. To access the Global Units window, select Global
Units from the View Data menu, see Figure 182 below.

View Data User Alerts
Live View
Plan View
Edit Mode

Add Zone

Global Settings

Global Units

Decimal Places

Default View

Figure 182
After selecting Global Units the Edit/View Global Units window will display, see Figure 183 below.

=> Edit/View Global Unit
{t¥lew Global Units EditView Global Units

Property Name Default Global Units Selected Global Units

Temperature C Default [~
Door % Default [~
Humidity %RH Default [~
Current Ampere Default [~
Voltage Volt Default v
Save

Figure 183
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To change the units used for Temperature, for example, click the down arrow to the right of Default and select
the required unit option, F or K, see Figure 184 below, then click Save. When asked ‘Are you sure?’ click YES
to confirm.

Property Name Default Global Units Selected Global Units
Temperature c Defa
F
Door % K
Figure 184
4.8 Decimal Places

The decimal places facility allows you to set the number of decimal places to be used to display sensor data.
To access the facility, begin by selecting View Data>Decimal Places (see Figure 185) to give the Decimal
Place Setting window, see Figure 186.

View Data  User Aleris
Live View
Plan View
Edit Mode

Add Zone

Global Settings

Global Units

Decimal Places

Default View

Figure 185

=» Decimal Places
Decimal Place Setting

This will change sensor data decimal place setting for all sensors on this site.
Decimal Places:
Submit

Figure 186

Enter the number of decimal places you require in the Decimal Places: field and click Submit. A confirmation
window will appear confirming that the setting has been applied, see Figure 187 below.

Decimal Place Setting

Record updated successfully.

Figure 187
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4.9 Default View

The Live View is the default view type following Notion Pro install, but you can change this to the Plan View if
required. To do this, begin by selecting View Data>Default View, see Figure 189 below.

View Data User Alerts

Live View

Plan View

Edit Mode

Add Zone

Global Settings

Global Units

Decimal Places

Default View

Figure 188

This selection give the Default View Setting dialogue box, see Figure 189.

Default View Setting

This will change default data view setting on this site.

Default View: () Live View (@) Plan View

Submit

Figure 189

Select the required default view type, then click Submit.
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5 Alarm Management

This section will take you through managing alarms generated by the system. When the User first signs in to
Notion Pro the first screen gives an overview of the system. The overall system alarm status can be seen by
looking at the Alarm icons under Alarm Status, see Figure 190 below.

51 System Status Overview
Site Name Alarm Status Action
Motion Pro Demao ‘E.L ; View Data ][ User Aleris ] [ Reporis ][ Logs |
IMC Group Lid y’_ ; [ Sub-Site ]

Figure 190

We can see that there are alarms on the Notion Pro Demo Site, but no alarms on the IMC Group Site.

51.1 System Messages
System Messages can be viewed from the System Message Alert icon, see the example Figure 191 below.

’...‘

Figure 191
The three coloured dots indicate the system message status:

e White there are no system messages
e Amber there no new unread system messages
¢ Red there are new unread system messages

To view the System Messages click on the System Status message bubble. A new window will appear, see
Figure 192 below for example.

Notion Pro Demo has sensors in alarm, Alarms unacknowledged: 3, Alarms awaiting reset: 0

Figure 192

The System Messages inform you of where on the system the Alarms are. Once this window is closed the
System Message bubble changes to amber which indicates that there are still live messages but there are no
new ones since the last time the System Messages were checked, see Figure 193 below.

) &8
Figure 193

The Status Message bubble is amber.
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51.2 System Alarm Status Overview
The Alarm icon on the top right of the main screen gives a system wide view of the Alarm status, see the

example in Figure 194 below.
Welcome: Admin User
ALERT: You have sensors in alarm m
Alarms unacknowledged: 3

Alams awaiting reset: 0

Figure 194
The following data is shown:
e The User that is logged in, in this example it is Admin User

e The number of unacknowledged alarms, in this example there are three
e The number alarms awaiting reset, in this example there are none.

The individual Site icons show the alarm status for that individual Site only, see Figure 190. The & icon
indicates that Control Device communications are operating normally, (see section 5.1.3 below for details).
5.1.3 Communications Status

The green connection icon, shown under Alarm Status on the BVEUEIERSIGS dialog box,
indicates that communications to all control devices, (such as Network Receivers),
associated with the site are operating normally.

l'i" If communications have been lost to one or more of the sites control devices, the connection
P icon will display in red and entries will be added to the activity log, (see Section 7.1).

514 Locating Alarms on the System
There are two ways that you can find Alarms on the system:

Method 1
Select Home (or System Overview) from the main menu bar.

This takes you to the main System Overview (Available Sites) screen (see Figure 190). If any Sites that are
visible are in Alarm their individual Alarm icons will have turned red.

Method 2

Click on the main Alarm icon, see Figure 195 below.

A

Figure 195

Wherever you are in Notion Pro, clicking this icon will take you back to the System Overview screen, so you
can tell which Site(s) contain the sensors that are in alarm.
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52 Acknowledging Alarms

5.2.1 Acknowledge Individual Alarms

To acknowledge an individual Alarm click on the Red Alarm Bell in the line in the Live View corresponding to
the Sensor that you want to acknowledge the alarm for. The Acknowledging Alarm for window appears, see
Figure 196 below.

Acknowledging Alarm for Single PT100

Alarm Status
Instructions Temperature
No Special Instructions [OLow Alarm []High Alarm
[JLow Low Alarm High High Alarm
[[]Rate of Change Alarm

Others
[]Low Battery Alarm
[|Elapsed Time Alarm

User Actions

Additional Motes

Acknowledged by

Admin User

Acknowledge

Figure 196

The type of Alarm will be highlighted in Red, in this example it is a High High Alarm for Temperature. If there
were special instruction added when the alarm parameters were set these would appear in the Instructions text
box. For more information on Instructions see section 3.4.3 (System Administrator Users only).

In the User Actions text box enter a note that is relevant to the Alarm, for example “Humidifier out of water,
humidifier tank filled up”. You cannot acknowledge the Alarm without putting something in this dialog box.
When happy click Acknowledge. The window will close and the Alarm icon will turn amber which indicates an
acknowledged state.

When you are satisfied that either the cause of the alarm has been resolved and the conditions returned to
normal limits the Alarm can be completed. To reset the alarm click on the amber icon, the Reset Alarm window
will appear, see Figure 197 below.
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Reset Alarm for Single PT100 [ Alarm Type:. High High ]

Current Alarm Settings for Temperature

High High Alarm 22

High Alarm 21

Low Alarm 15 “Not Set
Low Low Alarm 3 % *Not Set
Range Alarm After Minutes 0

Alarm Reactivation Time (Minutes) 0

Reactivation Method
() Reactivate Now
() Time Out
() Return to Acceptable Conditions
() Timed Reset Override

Timed Reset Overnde

Reset Date ':M'i Hours Minutes

Alarm Notes

Submit Cancel

Figure 197
This window allows several features to be used.

The Current Alarm Settings are displayed at the top of the window, if the logged in User has the Permissions
these limits can be adjusted at this stage. Caution Note: Any changes made here will be written back to the
main database.

There are four methods available to reset the Alarm:
Reactivate Now

If Reactivate Now is selected as soon as you select Submit the Alarm will be acknowledged. If the Alarm
condition still exists the status will return to red and a new Alarm will be generated on the system. If the Alarm
conditions have returned to normal the amber Alarm icon will be removed from the list.

When selecting Reactivate Now a default message “Reactivate Now was selected for this Alarm” will be
entered into the Alarm Notes text box. This can be added to or overwritten.

Time Out

If Time Out is selected as soon as you select Submit. The Alarm will be acknowledged after the time delay
entered into the Alarm Reactivation Time (Minutes) dialog box. If the Alarm condition still exists after the
Time Out period the status will return to Red and a new Alarm will be generated on the system, if the Alarm
conditions have returned to normal the amber Alarm icon will be removed from the list.

When selecting Time Out a default message “Time Out was selected for this Alarm” will be entered into the
Alarm Notes dialog box. This can be added to or overwritten.
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Return to Acceptable Conditions

If Return to Acceptable Conditions is selected, as soon as you select Submit the Alarm will be
acknowledged as soon as the conditions return to normal limits. The amber Alarm icon will remain until the
conditions return to normal limits.

When selecting Return to Acceptable Conditions a default message “Return to Acceptable Conditions
was selected for this Alarm” will be entered into the Alarm Notes text box. This can be added to or
overwritten.

Timed Reset Override

This feature allows you to defer the Alarm reset until a date in the future. To enter the required date select the
calendar icon and select the date. This will be entered in the dialog box next to Reset Date. Select the time of
day from the Hours and Minutes drop down menus.

This feature would be used if for example the air conditioning in a room or space failed and it was going to take
several days to get an engineer in to carry out repairs. In this case the Alarms would be going off all the time
which is an inconvenience.

Using this feature requires you to manually enter a note into the Alarm Notes text box. A suitable note might
be “Engineer called to repair Humidifier unable to attend site before next Friday”

When happy with the details select Submit.
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6 Reports

Home  ViewData  User Aleis  Reports Logs

Browser Summary Reports

Browser Summary Reports Browser Calibration Reports

=} Browser Calibration Reports Browser Exception Reports

= Browser Exception Reports

Schedule Reports

=» Schedule Reports

Notion Pro can produce a variety of Reports. These can be tailored to a customer’s individual specifications.
The report will be in PDF format with the option to have a CSV data file attached.

Scheduled Reports are user configurable and once configured to be auto generated on a daily, weekly or
monthly basis and sent to the user by email. The on-screen reports can be downloaded and saved in PDF
format.

Four types of Report can be produced:
6.1 Summary Reports
(Reports>Browser Summary Reports)
These can be divided into two sub-types:

- Sensor Reports - Summaries of data collected over the past week by selected sensors. You can
also generate Reports for sensors of a selected type (temperature for a Temperature Sensor, current
for an Energy Sensor etc.) over a specified date range (the past week by default).

- Zone Reports - Summaries of data collected by all Sensors in a given Zone for a specified date
range.

To generate a Summary Report:

1. Select Reports>Browser Summary Reports to give the Browser Summary Report dialog box, see
Figure 198 for example.
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Select Report Type:

=} Browser Calibration Reporiz

=» Browser Exceplion Repors

® Sensor () Zone

=} Schedule Reports
Browser Summary Report

Generate Report
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Sensor Name
04-10 (INT)

04-53 (INT)

04-54 (INT)

04-55 (INT)

328

575026

Dual 0-10 v 205
Dual 0-1v 109
Dual 0-5' 204
Dual 4 -20mA 209
Dual Ext Therm 106
Dual Thermocouple 201
Ext Therm 104
External Thermistor

External Thermistor

12 3 B w

Add to Favourites Clear Selection

Serial Number Favourites
00-00-04-10
00-00-04-53
00-00-04-54
00-00-04-55
00-00-03-28
57-50-26
00-00-02-05
00-00-01-09
00-00-02-04
00-00-02-09
00-00-01-06
00-00-02-01
00-00-01-04
00-00-03-93

00-00-03-94

Figure 198

The sensor list is for all sensors of all types across your Site. To report on one or more Sensors:

1. Ensure that the Sensor option button is selected.

2. Select the sensor(s) of interest from the Sensor Name list. If the list of sensors is long you may need to

click on k4 to see the next page in the sensor list. To select all sensors in the list simply click in the tick
box next to Sensor Name at the top of the list.

3. Select Generate Report.

This gives a report in .pdf format. For example, see Figure 199:

-
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Browser Summary Report - Site Name: IMC Factory
Time Span: 01/0ct/2015 to 08/0ct/2015
Generated By: Admin User, Date Time: 08/0ct/2015 08:38:11

Summary for Sensors of Type: Notion Dual Voltage

Sensor Serial Yoltage (Channel 1) Voltage (Channel 2)
Name No Min Max Mean Spread Count Low Count< Low High Count> High Min Max Mean Sm
Dual 0- 00-
0V 0 0 0 0 0 10091 g”: 0 g": 0 0 0 0 0O
205 0205 8 €
Dual 0- 2% Not Not

. 0o- 0 0 0 0 10982 0 0 0 0 i) 0
™ 109 01-03 Set Set
Dual 0- 2% Not Naot

- 0o- 0 0 0 0 10973 0 0 0 0 i) 0
ov 204 02-04 Set Set
Summary for Sensors of Type: Notion Dual 4 to 20mA
Sensor Serial Milliampere (Channel 1) Milliampere (Chann

Name No Min Max Mean Spread Count Low Count< Low High Count> High Min Max Mean S|

Dual 4 o0
S i Mot Mot
0o- 234 253 2453 24 11025 0 0 37 625 4543 25
20mA, Set Set
209 02-09
!
L4 >
Figure 199
Note that you need to use the scroll bar at the top (or bottom) to see all of the Report. If you wish to save the
report, click on to give the standard browser Save dialog box (example below is for Internet Explorer):
Do you want to open or save summaryReport.pdf (1,40 MB) from 81.137.20.1967 Open | Save | vl Cancel I X

Select Save or Save as to save the .pdf file to the required location.

There may be sensors that you often wish to report on. You can specify these as ‘favourite’ sensors. To do this,
select the grey star symbol next to the sensors of interest. The star colour changes to blue and the row
containing the sensor becomes highlighted. See Figure 200 for example:

Blood fridge air core 1212-01655 w
Blood Fridge Long block 0509-00455 w
Figure 200
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Having specified your ‘favourite’ sensors, select Add to Favourites. If you then nominate other sensors as
‘favourites’ select the grey star for the sensors of interest then select Update Favourites.

Your favourite sensors will then move to the top of the Sensor List and Generate Report will generate a report
for your favourite sensors.

Having generated a Report, to generate Summary Reports for a selected sensor type over a specified date
AN . . .

range, first use the 4 .. icon to choose the required Start and End dates (or enter the required dates directly

into the Start Date and End Date boxes), then select the required sensor type from the Select Sensor Type pull-

down list. Click Search to generate the specified Report. See Figure 201 below.

bbbk LEEEES
Start Date: 2015-07-01 1 il End Date:  2015-08-07 1 ]
Select Sensor Type Motion Temperature
Search

Figure 201

Note: you will only see the date range selection controls after you have already generated a Report.

To report on a Zone, ensure that the Zone option button is selected. Click Search to generate a list of Zones for
your Site. See Figure 202 for example.

Browser Summary Report

Generate Report Add to Favourites Clear Selection

Zone Name Favourites
Alarm Testing

Andy test

Development iSense

Development Test Sensors

Engineering Test

Hybrid Base 66

Test10

Test102

Oodooooogaogaod

Test104

Figure 202

To generate a report for all sensors in a Zone simply select the Zone of interest from Zone Name list then
select Generate Report. You can select ‘favourite’ Zones, or sensor types and date ranges using the same
methods as detailed above for sensors.
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6.2 Calibration Reports
(Reports>Browser Calibration Reports)

A simple report of sensors that need calibrating on a given date. This is one month from today’s date by default,
but the example below shows sensors due for calibration within one year of the current date.

For example:

Sensor Calibration Report - Notion Pro Demo
Due Date: 01/Aug/2016 Current Date: 01/Jul/2015

Calibration Date Sensor Name Sensor Serial No
01/Jan/2016 Office 1 10 01 50000001
01/Jan/2016 Entry Hall and Door 50 02 50000002
01/Jan/2016 Airflow 1 50001000
17 un/2016 Tank Depth 50001002
17Jun/2016 Tank Temperature 55000003
01/Jan/2016 Stores A 50 17 50000017
01/Jan/2016 Stores B and Door 50 05 50000005
171un/2016 Entry and Door 00 12 00000012
17/un/2016 Fridge 1 50000206
17 un/2016 Fridge 2 50050056
01/Jan/2016 Workstation 1 50 03 50000003
17Munf2016 Loading Area 1 50000167
17Munf2016 Loading Area 2 50000168
17Munf2016 Processing 50020006
17 uni2016 Kingsclere Fridge 50 04 50000004
18/Jun/2016 Kingsclers 5-12 50000012
18/Jun/2016 Kingsclere 0-14 00000014
19Jun/2016 Kingsclere 5-11 Dual Thermocouple 50000011
19/Jun/2016 Kingsclers 5-14 50000014
23un/2016 fred 98765432
Figure 203
To generate a Calibration Report select Reports>Browser Calibration Reports, see Figure 204 below:
-

Browser Summary Reports
Due Date: 2015-11-08
=» Browser Calibration Reports

Select Options:
- Browser Exception Reports

Keep Default Due Date:
=} Schedule Reports
Include Out of Senice Sensors: O

Figure 204
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By default, a Report will be generated for all sensors which need to be calibrated one month from today's date.
If you wish to select a different due date, clear the ‘Keep Default Due Date’ tick box then click the Due Date
calendar and select the required date. There may be Sensors on your Site which are out of service, but may
still be due for calibration. If you wish to include such sensors in the Report select 'Include Out of Service
Sensors' tick box if. Click Search to generate the specified Report.

6.3 Exception Reports
(Reports>Browser Exception Reports)
Reports on ongoing alarm conditions, by Sensor or by Zone.

Selecting Reports>Browser Exception Reports gives the Browser Exception Report dialog box, see Figure
205 below for example.

-t Browser Summary Repors
Select Report Type: (®) Sensor () Zone
=} Browser Calibration Reports

Search
=» Browser Exception Reports

=} Schedule Repors
Browser Exception Report

Generate Report Add to Favourites Clear Selection
D Sensor Name Serial Number Favourites
O o4-10(NT) 00-00-04-10
O o453 (NT) 00-00-04-53
[0  04-54 (INT) 00-00-04-54
[0 04-55 (INT) 00-00-04-55
0 | 328 00-00-03-28
[0 s7s028 57-50-26
0 Dualo-10v205 00-00-02-05
[0 Dualb-1v108 00-00-01-09
[0 Dualo-5v204 00-00-02-04
[0 Dual4-20mAz0g 00-00-02-09
I:‘ Dual Ext Therm 106 00-00-01-06
[ Dual Thermocouple 201 00-00-02-01
I:l Ext Therm 104 00-00-01-04
[ External Thermistor 00-00-03-93
O External Thermistor 00-00-03-94

Figure 205

The sensor list is for all sensors of all types across your Site. To report on one or more Sensors:
1. Ensure that the Sensor option button is selected.

2. Select the sensor(s) of interest from the Sensor Name list. If the list of sensors is long you may need to

click on k&4 to see the next page in the sensor list. To select all sensors in the list simply click in the tick
box next to Sensor Name at the top of the list.

3. Select Generate Report.

This gives a report in .pdf format. See Figure 206 below for example.
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Browser Excepfion Report

L4 >

Browser Exception Report - Site Name: IMC Factory
Time Span: 01/0ct/2015 to 08/0ct/2015
Generated By: Admin User, Date Time: 08/0ct/2015 09:10:53

Sensor Name Serial Mo Raise Time Acknowledge Time Acknowledge Duration
575026 57-50-26 O7/0ct2015 13:45:00 O7/0ct/2015 13:54:43 00-05:43
OFfOct2015 14:00:00 07/0ct/2015 14:14:24 D0:-14:24
O7/Oct2015 14:15:00 07/0et2015 14:16:13 00:01:132
07/0ct2015 14:29:00 O07/0ct/2015 14:37:57 00-:03:57
O7/Oct2015 14:40:00 07 /0ct/2015 16:38:39 01:58:39
O7FfOct2015 21:35:28 Mot found MA
Figure 206
Note that you need to use the scroll bar at the top to see all of the Report. If you wish to save the report, click
on to give the standard browser Save dialog box (example below is for Internet Explorer):
Do you want to open or save summaryReport.pdf (1,40 MB) from 81.137.20.1967 Open | Save | '| Cancel I X

Select Save or Save as to save the .pdf file to the required location.

There may be sensors that you often wish to report on. You can specify these as ‘favourite’ sensors. To do this,
select the grey star symbol next to the sensors of interest. The star colour changes to blue and the row
containing the sensor becomes highlighted. See Figure 207 for example:

Blood fridge air core 1212-01655 o
Blood Fridge Long block 050%-00458 |
Figure 207

Having specified your ‘favourite’ sensors, select Add to Favourites. If you then nominate other sensors as
‘favourites’ select the grey star for the sensors of interest then select Update Favourites.

Your favourite sensors will then move to the top of the Sensor List and Generate Report will then generate a
report for your favourite sensors.

Having generated a Report, to generate Exception Reports for a selected sensor type over a specified date

Addbhl

range, first use the r1_ .. icon to choose the required Start and End dates (or enter the required dates directly

into the Start Date and End Date boxes), then select the required sensor type from the Select Sensor Type pull-
down list. Click Search to generate the specified Report.

Note: you will only see the date range selection controls:

e v
Start Date: 2015-07-01 18 End Date: ~ 2015-08-07 1.4
Select Sensor Type Notion Temperature
Search
after you have already generated a Report.
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To report on a Zone, ensure that the Zone option button is selected. Click Search to generate a list of Zones
for your Site. See Figure 208 for example.

Select Report Type: () Sensor (& Zone

Search

Browser Exception Report

Generate Report Add to Favourites Clear Selection

Zone Name Favourites
Alarm Testing

Andytest

Dewelopment iSenze

Development Test Sensors

Engineering Test

Hybrid Base 66

Test 10

Test 102

Ooo0oo0oooogao

Test 104

Figure 208

To generate a report for all sensors in a Zone simply select the Zone of interest from Zone Name list then
select Generate Report. You can select ‘favourite’ Zones, or sensor types and date ranges using the same
methods as detailed above for sensors.
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6.4 Scheduled Reports
(Reports>Schedule Reports)

These cover a variety of Report types, which can be set up to start and end at predefined dates/times and can
run at predefined intervals.

For example:
Report Settings Sensors System Contacts External Contacts
Settings:
Report Type: Summary Report ﬂ
Report User Title: System Administrator
First Report Run: 2015-07-01 % Hours: Minutes:
Report Interval: Months: [00 ~| Days:[00 v| Hours:[00 v|
Report Start: 2015-06-17 % Hours: Minutes:
Report End: 2015-07-01 % Hours: Minutes:
Figure 209

The above would generate a .pdf report which would be emailed to the System Administrator user(s). See Figure
210.

Time Span: 17Jun/2015 to 01/Juli2015

Summary for Sensor of Type: Notion Temperature

Sensor Name Id__{Min Max Mean | Spread| MKT
Office 110 01 -1 222 36.5 252 14.3 2514
‘Workstation 1 50 03 -1 222 333 253 11.1 25.15

Summary for Sensor of Type: Notion Temperature/Door

Sensor Name Id__|Min Max Mean |Spread| MKT Min Max Mean |Spre adl MIA
Entry Hall and Dioor 50 02 -1 222 34.5 252 12.3 2512 |N/iA MiA NIA MIA MIA
Stores B and Door 50 05 -1 18.5 38.6 25.3 20.1 2515 [N/ MiA NIA MIA MIA

Summary for Sensor of Type: Notion Dual Temperature

Sensor Name Id | Min Max Mean |Spread|MKT Min Max Mean SEread‘MKT
Stores C Stores D 50 16 -1 5904 264 235 116.86 |-67.63 |21.7 T7.5 246 55.8 2437

Summary for Sensor of Type: Notion Temperature/RH

Sensor Name Id | Min Max Mean |Spread | MKT Min Max Mean SEread\N.fA
Stores A 5017 -1 0.0 3277 |59 3277 179 0.0 327.7 103 3277 WA
Figure 210

The Sensors to be reported on and the Contacts who are to be emailed the report are defined in a similar way
to the method used for Email Alert Groups, see section 2.5.1.
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As an example, the steps to set up and run the Scheduled Report shown in Figure 210 might be:

1. Select Reports>Schedule Reports. Note =* Add New Settings on the side menu is highlighted — we are
defining a new Report.

2. Select Summary Report from the Report Type: pull-down list.
Enter a title for the Report in the Report User Title box, for example ‘Sys Admin Summary Report’.

Select a date and time for the first Report run using the First Report Run: controls. This should be later
today or any time in the future.

5. Report Interval is the length of time between repeated runs of the Report, for example an interval of one
day would give daily Reports. You don’t have to specify a Report Interval, this would give a ‘one off’ Report.

6. Use the Report Start: and Report End: controls to specify the time span for the Report. This would typically
be dates in the past, but could be dates in the future (although if, for example you specified a start date one
week in the future and end date two weeks in the future you would have to wait 2 weeks before you saw a
Report). In our example 17 June 2015 has been set at the start date, 1 July 2015 as the end date.

Note: you should set an Interval, with no Report Start or Report End time, or a Report Start and Report End
time, (but no Interval).

7. Having set up the Report dates, we now need to specify the Sensor data that we wish to report on. Click
the Sensors tab, then click Add Sensors to give the Add Sensors dialog box, see Figure 217 below for

example:
Zone Name:
Select Zone
Filter: Filter:
Source List: Destination List:
=
e
B3
=
Submit
Figure 211
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8. Select the Zone that contains the sensors you wish to report on from the Zone Name pull-down list. The
Source List becomes populated with the sensors in the selected Zone. See Figure 212 below for example:

Add Sensors

Zone Name:

Stores

Filter: Filter:

Source List: Destination List:

Airflow 1

Entry Hall and Door 50 02
fred

Office 1 10 01

Stores A 5017

Stores B and Door 50 05
Stores C Stores D 50 16
Workstation 1 50 03

==

=

Submit

Figure 212

9. Select a sensor in the Source List that you wish to report on, and select | © | to transfer it to the

Destination List. To transfer all sensors in a single operation click | ™ |. When the Zone name list is long

the required Zone can be found by using the Filter. See Figure 213 for an example of a populated
Destination List.
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Add Sensors

Zone Name:
Stores
Filter: Filter:
Source List: Destination List:
Airflow 1 Entry Hall and Door 50 02
fred Office 1 10 01
Stores A 50 17
Stores B and Door 50 05
Stores C Stores D 50 16
Workstation 1 50 03
=
ey
=<
=
Submit

Figure 213
10. When satisfied with your selections, select Submit.

11. Now we need to specify a list of Users (System Contacts) that the report will be emailed to. Click the
System Contacts tab, then click Add Contacts to give the Add Contacts dialog box. See Figure 214
below for details.
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Add Contacts

Filter: Filter:
Source List: Destination List:
Admin User
Maotion Pro Administrator
Userl

=

e

=

=
Submit

Figure 214

12. Populate the Destination List for System Contacts using the same methods that you used to populate
the Destination List for Sensors (see step 9 above). When satisfied with your selections click Submit.

13. If any External Contacts have been set up and you wish to send the Report to them, select the External
Contacts tab and populate and Submit it in the same way as for System Contacts.

14. When satisfied with all of your Report Settings, select Submit under the Add Scheduled Report Settings
banner.

The Scheduled Report you have defined will now be added to the View Scheduled Reports window. See
Figure 215 below.
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Filter Report Name:

Report Name Action
System Administrator [ Edit Settings ] [ Delete ]
Figure 215

To change the Report settings, click on Edit Settings.

Note: If your Email Server has been set up to limit the maximum allowed email/attachment size, then
Scheduled Reports in excess of the size limit will be blocked by your Email Server. Note that because
there is no standard mechanism for feeding this eventuality back to the email client, Notion Pro cannot
know that these emails have been blocked by the server. Most Email Servers inform the sender of this
situation by placing a message in the sender account's Inbox.

If Scheduled email Reports are not being sent, check the Inbox for the sender account you set up in
Notion Pro.
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7 System Logs

Notion Pro has a series of System Logs for keeping track of critical events such as system activity, alarm
activity and SMS activity.

To access the System Logs select Logs from the main menu, see Figure 216 below.
Home ViewData UserAlerts Reports Logs
Activity Log

Alarm Log

SMS Log

Email Log

Figure 216
7.1 Activity Log

The Activity Log contains all the user activity on the system such as logging in and out and editing. To access
the Activity Log select Logs>Activity Log from the main menu. The Activity Logs window appears, see
Figure 217 below.

= Activity Log
JAkbEL [
=> Alarm Log Start Date: 2015-07-M 18] End Date: 2015-07-01 1.
=) SMS Log Search
=» Email Log
Activity Logs
Date Time Activity By Memo
01/Juli2015 O7:54:57 User logged in Admin User B
01/Juli2015 08:04:30 User logged out Admin User B
01/Juli2015 08:08:28 User logged in Admin User B
Calibration due date updated, Sensor Mame: Office 1 10 01, "
01/Jul/2015 08:21:41 Admin User B
Site Name: Notion Pro Demo, Zone Name: Sfores
Calibration due date updated, Sensor Name: Entry Hall and N
01/Jul/2015 08:22:14 Admin User B
Door 50 02, Site Name: Notion Pro Demo, Zone Name: Sfores
Calibration due date updated, Sensor Name: Airflow 1, Site .
01/Jul/2015 08:22:36 Admin User B
Name: Notion Pro Demo, Zone Name: Sfores
Calibration due date updated, Sensor Name: Sfores A 90 17, N
01/Juli2015 08:22:59 Admin User B
Site Name: Nation Pro Demo, Zone Name: Sfores
Calibration due date updated, Sensor Name: Sfores B and "
01/Juli2015 08:23:17 Admin User B
Door 50 05, Site Name: Notion Pro Demo, Zone Name: Sfores
Calibration due date updated, Sensor Mame: Sfores C Sfores N
01/Juli2015 08:23:40 Admin User B
D 50 18, Site Name: Notion Pro Demo, Zone Name: Stores
Calibration due date updated, Sensor Name: Workstation 1 50 N
01/Jul/2015 08:24:02 Admin User B
03, Site Name: Notion Fro Demo. Zone Name: Stores
Figure 217
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System Logs

The Activity Log follows system events. Each entry is date and time stamped with a description of the action
carried out or activity and the user.

There is a memo field that may or may not contain any memos, for example an activity such as User logged out
would not have a memo as it is created by the system when the user logs out. If required you can select the
memo icon next to an activity and add a memo. See Figure 218 below.

Action Taken

Existing
Comments:
Additional
Comments: B I UE === .- .= FontSize.. Font Family. Font Format X oxt S = EE
Submit
Figure 218

When happy with memo select Submit.

The memo will now be saved in the top section under existing comments, these comments are date and time
stamped and are identified by user and are now not editable, see Figure 219 below.

Action Taken

Existing Finished early due to breakdewn in HVAC plant. Added: 2015-07-01 09:51:22 By: Admin User

Comments e
Figure 219

Additional comments can be added at any time.
To search back through previous Activity Logs use the Search function, see Figure 220 below.
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JLbkkki JLkkbki

Start Date: 2015-04-01 1 il End Date: 2015-07-1 1.l

Search

Figure 220

Use the two calendars to select a Start Date and End Date and select Search. All Activity Logs between these
dates will be displayed.

To move through available log pages, use the blue left and right arrows at the bottom of the page. The single
blue arrows will step through one page at a time, the double blue arrows will take you to either the first page or
the last page of the search, see Figure 221 below.

1 2

Figure 221
7.2 Alarm Log

The Alarm Log contains all the alarm activity on the system. To access the Alarm Log select Logs>Alarm Log
from the main menu. The Alarm Logs window appears, see Figure 222 below.

= Activity Log
o o
=3 Alarm Log Start Date: 2015-07-01 1 i) End Date: 2015-07-01 i)
= SMS Log Sensor Name:
=} Email Log Search
Alarm Date Time Alarm Type Sensor Name Channel Acknowledged By Extra Info Memo
01/Juli2015 08:21:12  Elapsed Time Kingsclers 5-12  N/A MiA [ Detail ] B
Figure 222

The Alarm Log contains date and time stamped data, Alarm Type, Sensor Name, Channel, Acknowledged
By, Extra Info and a Memo. Extra Info is a link to a floating tip, the tip contains Site and Zone name
information.

The Memo contains information on alarm reasons and action taken. Additional notes can be added at any time.
These notes are not editable. Notes are added by following the steps in Activity Logs above.

More Alarm Logs can be viewed by using the calendar Search function.

To move through available Alarm Log pages, use the blue left and right arrows at the bottom of the page. The
single blue arrows will step through one page at a time. The double blue arrows will take you to either the first
page or the last page of the search.
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7.3 SMS Log

The SMS Log contains entries for all system SMS activity. To access the SMS Log, select Logs>SMS Log
from the main menu. The SMS Logs window appears, see Figure 223 below.

=» Activity Log
Ty rreen
= AlamLog Start Date: 2015-06-17 1 sl End Date: 2015-07-01 18
=} SMS Log Search
=» Email Log
Date Time Activity Contacts Details
Figure 223

The SMS Log contains date and time stamped data, Activity details, Contacts and a Details or memo field.

The SMS Details contains details of the message sent including User name and the contact number that the
SMS message was delivered to, see Figure 224 below.

SMS Activity Details

Contact Details
User Name Telephone No

Admin User +44 78083 632453

SMS Message Details
Sent Alert Group: SMS Heartbeat Message

System is active as at 15/04/2013 09:59

Figure 224

The example shown above is a regular system heartbeat message sent to the Admin User. More SMS logs can
be viewed by using the calendar search function.

To move through available SMS log pages, use the blue left and right arrows at the bottom of the page. The
single blue arrows will step through one page at a time. The double blue arrows will take you to either the first
page or the last page of the search.
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7.4 Email Log

The Email Log contains entries for all system email activity. To access the Email Log, select Logs>Email Log
from the main menu. The Email Logs window appears, see Figure 225 below.

= Activity Log
- AamLog StartDate:  2015-07-01 o) EndDate  2015-07-01 I
=) SMS Log Search
=» Email Log
Date Time Activity Contacts Details

Sent,Alarm Sensor Mame: Kingsclere 5-12 Alert N
01/Jul/2015 08:21:13 Admin User B
Group: Sensor Alarms

Figure 225
The Email log contains date and time stamped data, Activity details, Contacts and a Details or memo field.

The Email Details contains details of the message sent including User name and the contact email address
that the Email was sent to, see Figure 226 below for example.

Email Activity Details

Contact Details
User Name Email Address

Admin User c.burnell@the-imcgroup.com

Email Message Details

Sent Alarm Sensor Mame: Kingsclere 5-12 Alert Group: Sensor Alarms
Site: Naotion Pro Demo

Sensor Name: Kingsclere 5-12

Sensor S/N: 50000012

Hardware

Alarm Type: Elapsed

Date / Time: 01/Jul/2015 08:21:12

Server ID: fbftarca-8794-41bd-9e22-1731da2des50

Figure 226
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8 Sensor Groups

Notion Pro has the capability to group sensors of the same type together into Sensor Groups. The Sensor
Groups feature is extremely useful for grouping sensors of the same time that are measuring the same
parameters. Sensors from different Sites can be added to one Sensor Group.

Sensor Groups are also used to control Network Receiver Alarm Relays, SMS Module Alarm Relays, and
associated MS1000 Control Interface outputs via the Local Alarms settings.

To create a Sensor Group select Settings>Customise Sensor Groups from the main meu, see Figure 227
below.

Log Out

Customise Sensor Groups

Account Settings

Figure 227
The Create Sensor Group window appears, see Figure 228 below.
8.1 Creating Sensor Groups

-
Create Sensor Group Create Sensor Group

=} Editview Sensor Groups

Group Name:

Site Name: |select Name
Sub Site Name |Se|e:t Name v
Zone Sensors Mo Zone exists

Select by Physical

Location/Responsibility

Figure 228

Enter a name for the Group this could be “Door Sensors”. Select the Site from the drop down menu next to
Site Name. For this example we will select Notion Pro Demo. If the selected Site contains Sub Sites, these can
be selected from the Sub Site Name drop down menu.

After selecting the Site the available Zones on that Site become visible, select the + symbol next to the Zone
name that contains the Sensors that you wish to select. Here we will select the sensors which have a door
channel.

Once you are happy with your selections select Create Group. The View Sensor Groups window appears,
see Figure 229 below.
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=} Create Sensor Group

Sensor Group Name: All [~
=} Edit/View Sensor Groups

Search

View Sensor Groups

Delete Record
O Sensor Group Name Actions
O Door Sensors [ Edit] [ Delete ]

Figure 229
This list contains all the Sensor Groups that are available. Each Sensor Group can be Edited or Deleted.
8.2 Local Alarms

Sensor Groups are used to control Local Alarms on Network Receiver, Alarm Unit and SMS Unit devices. If an

alarm is activated for a Sensor that is a member of the Sensor Group, then the associated Local Alarm will be
activated on the device.

8.2.1 Setting up Local Alarms
Firstly create a Sensor Group, as described in section 8.1 above, adding the required Sensors.

Once the required Sensor group is created, select Edit/View Sensor Group in the left hand menu, see Figure
230 for example.

=} Create Sensor Group

Sensor Group Mame: Al
=} EditView Sensor Groups

Search

View Sensor Groups

Delete Record

O Sensor Group Name Actions

O test group [ Edit ] [ Delete ]
O Kingsclere Alarm [ Edit ] [ Delete
O Alarm Testing [ Edit ] [ Delete |

Figure 230

Now click on the Edit action for the new Sensor Group. The edit view will be displayed, see Figure 231.

=} Create Sensor Grou
P Group Mame: test group

=} Edit'View Sensor Groups

Delete Members Add Members Local Alarms

O Physical Location Site Name Parent Site Actions
O Engineering Test IMC Factory A [ Edit ] [ Delete |
Figure 231

Click the Local Alarms button to display the Local Alarms view, see Figure 232.
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=} Create Sensor Group

=} Edit/View Sensor Groups

Local Alarm Details

o No Local Alarm has been set for this Sensor Group

o
7]

Legical Group Mame:

Device Type: Select Device Type

[ [

Dievice Name: Select Device Mame

O Relay Ouiput
Lacal Alarm Type:
[®)] S 1000 Channel
Set Alarm
Figure 232

Click on the Device Type combo control, and select the required control device type — Notion Base [Receiver
Unit], IMC Alarm Unit or IMC SMS Unit, see Figure 233, then click on the Device Name combo control and

select the require device by name.

[1]
£

Logical Group Mame: fest group

Device Type: Motion Base

Device Mame:

Local Alarm Type:

Salect Device Name
Pro 101
Engineering on wall
Test for 104

First Pro Base Test

Set Alarm Dev 30000001

Figure 233

The view will now change to display device information and Local Alarm options, see Figure 234 for example.

Logical Group Mame:

Device Type:

Device Name:

Local Alarm Type:

Set Alarm

To use the Relay output,

il
[

Motion Base
Hyhbrid Base 66
IP Address 192 16817 116

Listening Port 0

- Relay Cutput
0 MS 1000 Channel
Figure 234

select the Relay Output option button.

If you wish to use an output on a MS1000 card; select the option button adjacent to the MS 1000 Channel text,
this displays the MS1000 channel options, see Figure 235.
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Figure 235

Select the required channel number (up to 32 channels are available). When the required Local Alarm has
been selected, click Set Alarm to save the setting.
8.3 Viewing Sensor Groups

To view a Sensor Group select Sensor Groups from the Home menu bar to give the Available Groups
dialogue box, see Figure 236 below.

System Overview Sensor Groups Admin  Setings Help Log Out

Available Groups
Group Name Site Name(s) Alarm Status Action
Door Sensors Motion Pro Demo ~ ; [View Data | [ Reporis ]
Figure 236

The Available Groups dialogue gives you an alarm status summary for the sensors which form the group.
Clicking View Data shows you the Live View for the sensors in that group. See Figure 237 below for example.

Door Sensors

Sensor Name Data Alarm Live Data 1 Live Data 2 Door Alarm Battery Level
R T ]
someooes ] % =
Figure 237

See Section 4 for details of the facilities available from the Live View window. You can also generate Reports
for the sensors in the Group by clicking on Reports. See Section 6.

Note: An unlimited Sites and Sensor Groups licence can be purchased, IMC product code W604. Contact IMC
Group Ltd for details.
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9 Online Help

Admin  Settings Help Log Out

About Notion

Motion Help

You can view task-driven Help for Notion Pro at any time during normal operation of Notion Pro by selecting
Help>Notion Help from the menu bar. See Figure 238.

[ Quick Saarch: @ A )
— N A I £

= 4 (a = &
Brows= Index Search New Tab Print Permalink Home Previous Mext

Notion Pro 4 J‘__|;\J What does Notion... || ||
[ Introducing the Notion Pro System -
B Vot cooe Rt pre o] What does Notion Pro do?
[ Setting Up your Netion Pro
Equipment IceSpy Notion Pro enables you to configure and monitor temperature sensors installed in (typically) refrigerated A
[ Getting Started with the Notion Pro storage units or other temperature-sensitive environments.
|| Basic Operations in Notion Pro

— Notion Pro is a System, containing software and hardware. For details of the hardware, see the IceSpy Notion
u%‘g . Pro System Manual, IMC doc. no. IM5521.
[ Reference Section

[ Using the Help The No_tion Pro software (desgribed in this Help) gives a graphical user interface (GUL) which works through all
the main web browsers, for display on a desktop PC or laptop.

Summary of Functionality
Data is mainly generated by wireless sensors and collected by wireless receivers. The data is relayed to the

server by TCP/IP, USB or GPRS and is stored in an SQL database. The data is then available for viewing using a
local management application or via a standard Web Browser.

Motion Pro is:

Scalable Notion Pro can be installed on a single site with 1 user up to 100 of sites with 1000°s of users.
Browser- Notion Pro uses commercially available browsers such as Explorer, Chrome or Firefox to view
based the data.

SQL Database Notion Pro uses an SQL database - the modern method making it easy to access data. The SQL
database could be used by 3rd-party tools if required/commercially desirable.

Figure 238
Help>About Notion gives the current Notion Pro version number. See Figure 239 for example.

About Motion

Notion Version No: W600 1.0.0.0

Figure 239
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10 Browser Issues

10.1 Microsoft Edge/Project Spartan (Windows 10)

The local loopback address is disabled by default in the Microsoft Edge / Project Spartan browser; this means
that by default you cannot browse to <Product name> using Edge / Spartan on the local <Product Name>
server. At the time of writing, the following methods are available for enabling the local loopback address:

1. Run the following command from an command prompt, running as Administrator:
CheckNetIsolation LoopbackExempt -a -n=Microsoft.Windows.Spartan cwbnlhZ2txyewy

2. For build 10166 or later you may be able to use the following: open an Edge/Spartan tab and navigate to
about:flags. Then under Developer Settings select the 'Allow localhost loopback' option.

Note: at the time of writing Microsoft Edge/Spartan is still an early release and access to settings is in flux.
Thus neither of the above is guaranteed to work. If you have problems enabling the local loopback
address please try the following:

e check Microsoft's technical support websites

e download and use another browser

e contact your System Administrator or IT support provider.

*imc Intelligent monitoring and control solutions: |M5521_1 Page 174 Of 174 WWW.the—imcgroup.com

In Buildings | InTransit | Outdoor/Remote



